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Sugar Corporate 6.7.13 Release Notes

Overview

This document describes the changes in Sugar Corporate 6.7.13, which is available
for Sugar On-Demand (Sugar-hosted SaaS) deployments only.

Fixed Issues

Sugar 6.7.13 is a security update released to address certain security
vulnerabilities identified during our routine QA checks.

All On-Demand 6.7 instances have already been upgraded to 6.7.13 to address
these vulnerabilities. For more information regarding this, please refer to the
following Security Advisory announcements:

e Security Advisory sugarcrm-sa-2016-003 : Authenticated users may cause
arbitrary SQL to be executed.

e Security Advisory sugarcrm-sa-2016-004: Authenticated users may obtain
user-sensitive data.

e Security Advisory sugarcrm-sa-2016-005: Authenticated users may cause
arbitrary code to be executed.

e Security Advisory sugarcrm-sa-2016-006: Authenticated users may cause
arbitrary code to be executed.

e Security Advisory sugarcrm-sa-2016-007: Authenticated users may create
user accounts with increased privileges.

e Security Advisory sugarcrm-sa-2016-008: Unauthenticated users may cause
arbitrary code to be executed.

Known Issues

The following are known issues with Sugar 6.7.13:

e 59109: Sales managers' "No Opportunities" checkbox available in User Profile
> Advanced is not respected in the Forecasts module.

e 59213 : Renaming the Forecasts module in Admin > Rename Modules does
not affect all instances of the word "Forecast".

e 61232 : After an opportunity is first loaded to the Forecasts module, any
updates to the opportunity's probability will not affect its forecasting range.
The opportunity will retain the original range designation throughout the

3/4


http://www.sugarcrm.com/security/sugarcrm-sa-2016-003
http://www.sugarcrm.com/security/sugarcrm-sa-2016-004
http://www.sugarcrm.com/security/sugarcrm-sa-2016-005
http://www.sugarcrm.com/security/sugarcrm-sa-2016-006
http://www.sugarcrm.com/security/sugarcrm-sa-2016-007
http://www.sugarcrm.com/security/sugarcrm-sa-2016-008

sales cycle according to its original probability.
e 67579 : The IBM SmartCloud Connector does not allow users to access their
SmartCloud accounts.

Supported Platforms

For information on supported platform components, see Sugar 6.7.x Supported
Platforms.
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