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Sugar Enterprise 6.7.8 Release Notes

Overview

This document describes the changes in Sugar 6.7.8. Sugar 6.7.8 is available for
Sugar On-Demand (Sugar-hosted SaaS) deployments only.

Fixed Issues

Sugar 6.7.8 is a security update released to address certain security vulnerabilities
identified during our routine QA checks. All on-demand 6.7 instances have already
been upgraded to 6.7.8 to address the following types of malicious third party
attacks:

e 71874 : Authenticated users may cause arbitrary code to be executed.

e 71875 : Authenticated users may initiate a cross-site scripting attack.

e 71876 : Authenticated admin users may install a package that overwrites
restricted files.

71877 : Instances with SAML authentication enabled were vulnerable to XML
External Entity (XXE) attacks.

SugarCRM Mobile

Customers utilizing the SugarCRM Mobile application will need to upgrade the
application to our latest release, version 2.3.1, in order to maintain full mobile
functionality. Release 2.3.1 is already available for download from the app stores
(Apple, Google), and customers are encouraged to upgrade to this version at their
earliest convenience. Sugar instances do not need to be upgraded before
upgrading SugarCRM Mobile applications to 2.3.1.

Known Issues

The following are known issues with Sugar 6.7.8:

e 59109: Sales managers' "No Opportunities" checkbox available in User Profile
> Advanced is not respected in the Forecasts module.

e 59213 : Renaming the Forecasts module in Admin > Rename Modules does
not affect all instances of the word "Forecast".
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e 61232 : After an opportunity is first loaded to the Forecasts module, any
updates to the opportunity's probability will not affect its forecasting range.
The opportunity will retain the original range designation throughout the
sales cycle according to its original probability.

e 67579 : The IBM Smartcloud Connector does not allow users to access their
Smart Cloud accounts.

e 71683 : When choosing to create new and update existing records during
import, the confirmation dialog does not display the correct text. The text
should read "You have selected to update records during the import process.
Updates made to existing records cannot be undone. However, records
created during the import process can be undone (deleted), if desired. Click
Cancel to select to create new records only, or click OK to continue." Clicking
"OK" allows the import to proceed.

Supported Platforms

For information on supported platform components, see Sugar 6.7.x Supported
Platforms.
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