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Sugar Community Edition 6.5.19 Release Notes

Overview

This document describes fixed and known issues, supported platforms, and
acknowledgments for Sugar 6.5.19.

Fixed Issues

Sugar 6.5.19 is a security update released to address certain security
vulnerabilities identified during our routine QA checks. A second security update
has also been released, 6.5.20, which addresses an additional vulnerability.

We strongly recommend that you install version 6.5.20 at the earliest opportunity. 

Authenticated users may cause arbitrary code to be executed.
Authenticated users may initiate a cross-site scripting attack.
Authenticated admin users may install a package that overwrites restricted
files.
Instances with SAML authentication enabled were vulnerable to XML
External Entity (XXE) attacks.

These vulnerabilities as well as an additional issue have been addressed in release
6.5.20 which is available for download from the Download Manager.

Administrators are strongly encouraged to upgrade their Sugar instances running
6.5.x or earlier to 6.5.20 to prevent potential exploitation of these weaknesses. 

Known Issues

The following are known issues with Sugar 6.5.19:

71684 : When choosing to create new and update existing records during
import, the confirmation dialog does not display the correct text. The text
should read "You have selected to update records during the import process.
Updates made to existing records cannot be undone. However, records
created during the import process can be undone (deleted), if desired. Click
Cancel to select to create new records only, or click OK to continue." Clicking
"OK" allows the import to proceed.
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Supported Platforms

For information on supported platform components, see Sugar 6.5.x Supported
Platforms.
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