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Sugar Ultimate 9.0 Administration Guide

The Sugar Administration Guide helps system administrator users configure and
customize their CRM application.

Last Modified: 2021-02-17 02:50:05

Introduction

Overview

Welcome to Sugar - a commercial Customer Relationship Management (CRM)
application. Strong relationships are at the core of every organization's success.
Sugar brings ease and order to the creation, development, and maintenance of
your organization's important relationships.

Sugar consists of interrelated records in modules such as Accounts, Contacts,
Opportunities, Cases, Meetings, Emails, etc. and wraps your data in an intuitive
user interface which helps make sense of these different elements of your
business. Whatever your organization's focus - sales, marketing, support, or other
ventures - Sugar's flexible modules bend to align with your business' models and
practices. Manage your relationships from inception to fruition and beyond with
Sugar's built-in modules and relationships as well as your custom modules and
configurations available to Sugar administrators.

Core Admin Features

e User, Password, Team, and Role management to manipulate user access

e Email management to configure incoming and outgoing system email
accounts and behaviors

e System management to control functional aspects and system-wide
preferences within Sugar

e PDF Manager to create templates controlling the appearance of generated
PDF files

e Studio to tailor existing modules to your organization's needs by adding or
modifying fields, relationships, and layouts

e Module Builder to create new, custom modules as needed to fully match
your organization's processes

23 /694


http://support.sugarcrm.com/Documentation/Sugar_Versions/9.0/Ult/Administration_Guide/Users
http://support.sugarcrm.com/Documentation/Sugar_Versions/9.0/Ult/Administration_Guide/Password_Management
http://support.sugarcrm.com/Documentation/Sugar_Versions/9.0/Ult/Administration_Guide/Team_Management
http://support.sugarcrm.com/Documentation/Sugar_Versions/9.0/Ult/Administration_Guide/Role_Management
http://support.sugarcrm.com/Documentation/Sugar_Versions/9.0/Ult/Administration_Guide/Email
http://support.sugarcrm.com/Documentation/Sugar_Versions/9.0/Ult/Administration_Guide/System
http://support.sugarcrm.com/Documentation/Sugar_Versions/9.0/Ult/Administration_Guide/System/PDF_Manager
http://support.sugarcrm.com/Documentation/Sugar_Versions/9.0/Ult/Administration_Guide/Developer_Tools/Studio
http://support.sugarcrm.com/Documentation/Sugar_Versions/9.0/Ult/Administration_Guide/Developer_Tools/Module_Builder

Last Modified: 2019-02-28 00:35:41

Admin Wizard

Overview

Sugar offers administrators a wide range of configuration options to set up their
account. Upon your initial log into Sugar, you will go through configuring some
basic settings (i.e. Your Information, Your Locale, etc.) for your user profile. You
may skip these steps and configure these settings in your user preferences at a
later time. Once your user profile set up is complete, you will be able to navigate to
a specific area of Sugar to perform various administrative functions (e.g. importing
data, creating users, configuring the application via Studio, etc.) as well. Please
note that system administrators can also set up each user's basic settings when
creating a user in Sugar. This documentation will cover the various options
available when first accessing your Sugar account.

Note: For instances that use Sugarldentity, the administrator will need to access
Sugarldentity via the Cloud Settings console to create and manage user records as
well as configure password requirements and set up LDAP/SAML authentication.

Login Screen

The Sugar login screen is where you enter your login credentials (user name and
password) to access your instance. Enter in your instance URL (e.g.
https://example.sugarondemand.com) on your web browser to load Sugar's login
screen. If you do not know your instance URL or login credentials, please reach out
to another system administrator in your organization for assistance. Sugar's Admin
Wizard will launch upon your first successful login allowing you to configure
various system-wide settings as well as some personal settings.

Note: If your organization uses multiple Sugarldentity-enabled instances (e.g.
production, sandboxes) and you have accessed different user accounts in the
tenant(s) (e.g. ABC Production, ABC Test Sandbox), the login screen will display an
account selector with the list of users you have logged in as for the current
instance you are accessing.
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¥ SUGAR

Forgot Password?

Note: If your instance has more active users than is allowed by your Sugar license,
a warning is displayed on the login screen and regular users will not be able to log
in. Admin users will be able to log in but will be redirected to the Users module.
For more information, see the Understanding User Types, License Types, and
Sugar Licenses article.

Language

Users have the option to choose the primary language they want to be displayed in
Sugar by clicking the Language icon on the bottom right of the Login screen. The
Language dropdown list will appear allowing you to select the appropriate
language you want to be displayed in your Sugar account. The out-of-the-box
default language in Sugar is English (US), but administrators can change the
default language globally via Admin > Locale. For more information on configuring
the default language in Sugar, please refer to the Locale section of the System
documentation. Once the default language is changed, it will display as the default
selection on the login screen for all users.

Please note that you must select the language that you want to be displayed each
time you log in, otherwise the default language will display in Sugar.

Administrators can also configure what languages are available to select in the
Language dropdown list via Admin > Languages. For more information on
managing the available languages, please refer to the Languages section of the
System documentation.
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The following languages are available to display in Sugar:

Albanian Hungarian
Arabic Italian
Brazilian Portuguese Japanese
Bulgarian Korean
Catalan Latvian
Chinese (Simplified) Lithuanian
Chinese (Traditional) Norwegian
Croatian Polish
Czech Portuguese
Danish Romanian
Dutch Russian
English (UK) Serbian
English (US) Slovak
Estonian Spanish
Finnish Spanish (Latin)
French Swedish
German Thai

Greek Turkish
Hebrew Ukrainian
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Your Information

Once the Admin Wizard is completed, you will have the option to configure some of
your personal settings via the User Wizard. The User Profile step is where you can
enter key information (i.e. name, email address, and phone) about yourself to be
stored in your user profile. Please note that the information you provide on this
step can be updated in your user preferences at a later time if desired. For more
information on configuring your personal information under user preferences,
refer to the Getting Started documentation.

Note: For instances that use Sugarldentity, the User Profile step of the User
Wizard is read-only and the displayed fields (e.g. First Name, Last Name) can only
be edited in Sugarldentity via the Cloud Settings console.

The following options are available to configure your user profile:

e First Name : Enter your first name.

e Last Name : Enter your last name.

e Email : Enter your email address.

e Office Phone : Enter your office number.

1 User Profile Setup progress

Setup your user information

First name Last name

Jim ‘ Brennan

Email Phone

jim@example.com ’ (123) 555-2020

Next

Please note that all required fields will indicate "Required" in the field and must be
completed prior to moving to the next step of the wizard. Once your personal
information is entered, click "Next".

Your Locale

The Your Locale step is where you can configure the date, time, and name format
you want to be displayed in Sugar based on your current geographical location.
Please note that the information you provide on this page will override the system
locale settings and can be updated in your user preferences at a later time if
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desired. For more information on configuring your locale settings, please refer to
the Locale Settings section of the Getting Started documentation.

The following options are available to configure your locale settings:

e Time Zone : Select the time zone based on your current location.

e Date Format : Select the format you want the date stamps displayed in
Sugar.

e Time Format : Select the format you want the time stamps displayed in
Sugar.

e Name Format : Select the format you want the concatenated name fields
displayed in Sugar's list view and record view.

Once your locale information is entered, click "Next".

2 User Locale Settings Setup progress
Set your time zone, date, and name formats
Time Zone Time Format
| America/New York (GMT-5:00) ~| [ 11:00pM - |
Date Format Name Format
| 2010-12-23 ~| | Dr. David Livingstone - |

Back Next

The following page confirms that you are ready to use Sugar and allows you to
perform various administrative functions (e.g. importing data, creating users,
configuring the application via Studio, etc.). Selecting the action item(s) will take
you directly to the specific area of the Admin page to create new users, import
data from external sources, etc. Please note that you can click "Start Sugar" to go
directly to your Sugar account if you wish to configure these settings at a later
time.
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Team Management

Overview

Team Management is used in Sugar to define permissions and groupings for users.
These permissions cover what records a user is and is not able to access. Teams
are used in conjunction with Roles to form a robust security model for non-admin
users in Sugar. Users can use team settings on specific records to allow different
users within Sugar the option to view these given records. Team settings can also
be used as a form of organization, thereby separating records to be associated with
specific teams for better tracking. Teams can be based on departments,
geographic regions, or whatever else works best in a given organization.

Teams Module Tab

The Teams module tab can be accessed by navigating to the Administration page
and clicking "Team Management" in the Users section. Once in the Teams list
view, you can click the triangle in the Teams module tab to display the Actions and
Recently Viewed menus. The Actions menu allows you to perform important
actions within the module. The Recently Viewed menu displays the list of teams
you last viewed in the module. Please note that clicking the module tab allows you
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to access the Teams list view.
TeamsE H

4+ Create Team

Teams

Global

West

East

*» @ ©0

The Actions menu allows you to perform the following operations:

Menu Item Description

Create Team Opens the edit view to create a new
team

Teams Opens the list view layout to search and
display teams

Team Types

From an administrative standpoint, teams will be handled differently based on
their types. From a user standpoint, all teams will be treated pretty much the
same. Each team type has their own special set of characteristics that aid in
defining it. The team types defined as:

e The Global Team
e Standard Teams
e Private Teams

The Global Team

The Global team is created automatically when a Sugar instance is created. Global
is the default team for all new users, and every user is a member of the team by
default. Global is a universal team, so any records associated to the global team
will be viewable by the users on this team. The global team is intended to be
available for all users and a shared team for all users in Sugar.

Note: You cannot delete the Global team.
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Standard Teams

Standard Teams can be created by administrators via Team Management. These
are to be used throughout Sugar to organize and grant access on organizational
specifics to your organization. Standard teams are often broken out into groups by
departments, geographical regions, or duties. For example, you may have an East
and West team, and also a Sales and Support team.

Private Teams

For every user that is created in Sugar, a corresponding private team is
automatically created in the Teams module. By default, the private team name is
the user's first and last name. A private team name will be updated any time the
corresponding user's profile is edited and re-saved, even if the change was not
made to the user's first or last name. For example, the private team for Jane Smith
will be automatically named "Jane Smith". If the administrator edits private team
"JTane Smith" to "Jane Smith-HR", and then user Jane Smith later updates the phone
number on her user profile, Sugar will revert the private team name back to the
user's first and last name, "Jane Smith".

If your organization plans to edit private team names, you must disable the
automatic update feature. Navigate to Admin > System Settings and select the
checkbox next to "Prevent private team names from inheriting the user's name
fields". For more information on this setting, please refer to the System
documentation.

Note: Private teams are not deleted in the same method as other teams. For more
information on deleting private teams, please review the Deleting Teams section of
this guide.

Team Membership Types

Team memberships are given to users in one of two ways, either by an explicit or
implicit membership. Regardless of the type, membership will control what records
regular users are able to see. Each membership can be granted in different ways
and can constitute different functionality. Team membership is represented in the
team's detail view, as well as the user's detail view.

Note: Administrators do not adhere to team security and therefore can see all
records.

Explicit team membership is forged when the relationship is defined from either
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the team's or user's detail view. In addition, explicit relationships are also
represented with private team memberships. Explicit memberships, other than
private teams, can be removed as necessary from the team's or user's detail view.
Explicit memberships will also include membership functionality for actions such
as workflows or inbound email.

Implicit team membership is used for record visibility. Implicit membership relies
on the "Reports To" field in the User Profile. When one user reports to another, the
hierarchy of the "Reports To" field is kept in tact. The user being reported to will
inherit the team membership of the subordinate user and be able to see any
records on both his or her own team, and the teams of which the subordinate user
is a member. The subordinate's teams can either be explicit or implicit teams in
this scenario.

Note: Implicit relationships cannot be removed, but the cause for their
relationship can be broken by changing the reporting hierarchy.

In the Team's detail view, the user's subpanel will showcase which relationships
are explicit and which are implicit. In the "Membership" column of the Users
subpanel, the user will either be marked as a "Member", meaning that they are an
explicit member, or "Member Reports-to", meaning they are an implicit member.
In addition, the users marked with the "Member Reports-to" will not include an
"Unlink" button, as they have another user (or users) reporting to them on this
team.

& Users
Select (1-20of 2)
Name User Name = | Membershipj] Email Phone
é!-ill'gnnan fim Fls{ﬂ:;;ﬂo?tir—m fim@example.com
:"'::':i” : will Member will@example.com
Westin

Creating Teams

There are two methods that can be used to create teams in Sugar. These are via
the Teams module tab's action list or by duplicating an existing team and then
editing it. After initially creating the team, the administrator will need to associate
users to the newly created team.

For information on creating Private Teams, please review the Repairing Teams
section of this documentation.
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Creating Via Teams Module

The most common way to create a new team is via the Create Team option in the
Teams module tab. This opens up the edit view layout which allows you to enter in
all the relevant information for the team.

Use the following steps to create a team via the Teams module:

1. Navigate to Admin > Team Management.
Note: The Teams list view will open displaying all existing teams that are
currently available.

2. Click the triangle in the Teams module tab and select "Create Team".

Teams E i

4+ Create Team

= Teams
® West

W East

3. Enter a name and description of the team on the edit view screen that you
are now presented with.Enter the appropriate values for fields in the edit
view layout. All required fields are marked with a red asterisk and must be
completed prior to saving.

4. On the team's detail view, add users that are members of this team.

Creating Via Duplication

You can also create a new team by duplicating an existing team. The Copy option is
useful if the team you are creating has a similar set of members or a similar
description to an existing team

Use the following steps to create a team by duplicating an existing record:

1. Navigate to a team record's detail view.
2. Click the Actions menu and select "Copy".
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Teams: West

Edit E

Delete

Team Name: Woest

3. The displayed edit view is pre-populated with the original team's values.
Update the name field, and description if need be, then click "Save".

4. On the team's detail view, add any users that are members of this team that
are not on the original team, and remove any unwanted users.

Adding Users to Teams Via Teams Module

A user has to be associated to a team to be able to view records that are associated
to the specific team. Assigning a team is much like any other many to many
relationship in Sugar, where many users can be associated to one particular team,
and one user can also be assigned to multiple teams. From Team Management, a
user can be associated to a team via the Users subpanel at the bottom of the detail
view. To associate users to a team, follow the following steps:

1. Navigate to Admin > Team Management
2. From the Teams list view, select the team that you are working with
3. At the bottom of the page, click "Select User" from the Users subpanel

& Users

Select

MName User Name =

Ne Data

4. Use the popup search menu to search for and select the user(s) you would
like to add to this team where you can either click on the user's name or, if
selecting multiple users, click their corresponding checkboxes and then
click "Select"
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Select

Users

User
Ll - Name Mame

Administrator  admin

@ Chris Olliver  chris

5. After selecting the user(s) the popup search box will close and the user(s)
will now be displayed in the Users subpanel for the team to complete the

relationship
= Users
Select
Name User Name =
Chris Olliver chris

Adding Users to Teams Via Users Module

A regular user must be associated to a team to be able to view records that are
associated to that team. Assigning a team is much like any other many to many
relationship in Sugar, where many users can be associated to one particular team,
and one user can also be assigned to multiple teams. From User Management, a
user can be associated to a team via the user's detail view. For more information
on User Management, please refer to the User Management documentation. To
associate a team to a user via User Management, follow the following steps:

1. Navigate to Admin > User Management
2. From the Users list view, open the user record that you would like to edit
3. From the user's detail view, click on the "Access" tab

Edit | «

User Profile Advanced Access

# User Profile

Full Marme: Chris Olliver

Status:  Active
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4. Scroll past the role chart to the "My Teams" subpanel and click "Select"

My Teams
Select
Name Description
glﬁzlser Private team for chris

Global Globally Visible

5. Use the popup search menu to search for and select the team(s) you would
like to add to this user where you can either click on the team's name or, if
selecting multiple teams, click their corresponding checkboxes and then
click "Select"

Team List
Select Cancel
] MName Description
@ East This is the team
Global Globally Visible

6. After selecting the team(s) the popup search box will close and the team(s)
will now be displayed in the My Teams subpanel for the user to complete
the relationship

My Teams
[ Select |
Name Description
gll}:.-i.rser Private team for chris
East This is the team for the East

Viewing Teams

There are various options available for viewing team records in Sugar including via
the Teams list view, Teams detail view, Teams Last Viewed menu, from dashlets,
and from reports.

36 /694



Viewing Via List View

The Teams list view displays all team records meeting the current search criteria.
To access the list view, simply navigate to Admin > Team Management.
Alternately, if you are looking at a team's detail view, you can click the Teams
module tab to return to the list view. You can click the team's name to open the
record in detail view. For more information on viewing teams via list view, please
refer to the Teams List View section of this documentation.

Viewing Via Detail View

The Teams detail view displays thorough team information showing the name and
description of the team, followed by a subpanel of the users associated to the team.
The detail view can be reached by clicking a team's link from anywhere in the
application including from the Teams list view. For more information on viewing
teams via detail view, please refer to the Teams Detail View section.

Viewing Via Recently Viewed

As you access different teams, Sugar will keep track of which teams you have
recently viewed. Click the triangle in the Teams module tab to see a list of the 3
records you most recently viewed in the module. Clicking the record's name within
the list will open it in detail view.

Teams E H

4+ Create Team

Teams

Global

West

*»| e ©

East

Viewing Via Dashlets

The Home page displays a collection of Sugar Dashlets which allow users to get a
quick view of various records, activities, reports, etc. You can view team
information in most module specific dashlets. Clicking a team's name from any
dashlet will open the team in detail view. For more information on using dashlets,
please refer to the Dashlets section of the Home documentation.
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My Calls

Close Subject

Discuss
x review
process

Bad time,
x will call
back

Related
to

XY &L
Funding
Inc

Avery
Software
Co

Start
Date «

03/18/2014
12:15pm

03/03/2014
02:15am

Viewing Via Reports

(1-5o0f 49)

Accept?

Team

East

West+

Administrators have the option to build, run, and manage reports to gather key
data from records within Sugar. When building a report, there are options to either
run the report from the Teams module or add links to teams related to the records
that are being reported on. Once the report is run, you will be able to view the
team record's detail view by clicking the team's name in the report results. Please
note that you can only directly access team detail views with Rows and Columns
and Summation with Details-type reports as Summation and Matrix-type reports do
not include hyperlinks in their display columns. For more information on using
reports, please refer to the Reports documentation.

Mame: Teams report
Modules: Teams, Teams > Users

Display Columns: Primary Team Mame, Private, Description, User Name

Schedule: None
Filters: Nane

Primary Team Name

Administrator

Jim %

Global £

Private =

Searching Teams

Description

Private team for admin
Private team for Jim

Globally Visible

The Teams list view search function searches for the name of the team to help you
locate records easily and effectively. Once the search is performed, the relevant
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results will be displayed in the Teams list view below.
The buttons in the search panel have the following functions:

e Search : Click the Search button or press your Return/Enter key to
perform the search
e Clear : Click the Clear button to clear all criteria from the searchable fields

To see all Team records, simply click "Clear" and then "Search" to perform a blank
search with no name filter.

Search Teams

Team Name Search Clear

Please note that Sugar automatically appends the wildcard character (%) to the
end of your search phrase. This allows the system to retrieve all records that start
with the keyword entered in the search. If you would like to broaden the search,
you can use the wildcard at the beginning of your text as well (e.g.
%Administrator). This will pull up any record that has the word "administrator" in
the name, regardless of how it starts or ends.

For more information on using the various search methods as well as how
wildcards are used, please refer to the Search documentation.

Teams List View

The Teams list view displays all teams meeting the current search criteria, if any.
You can view the name and description of each team within the field columns.
Click on the name of the team to access the detail view for the team and review the
settings further.

Pagination

List view displays the current search results broken into pages that you can scroll
through rather than displaying potentially thousands of rows at once. To the right
just below the search panel you can see which records of the total results set are
currently being displayed. The two single-arrow Next and Previous buttons can be
used to scroll through the records page-by-page. The two double-arrow First Page
and Last Page buttons allow you to skip to the beginning or the end of your current
results.
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By default, Sugar displays 20 records per list view page, but administrators can
change the number of records displayed via Admin > System Settings. For more
information on changing the number of displayed records, please refer to the
System documentation in the Administration guide.

Team MName Search Clear

| - (1-110of 11)

Checkbox Selection

Teams can be deleted in a mass-delete fashion via the list view by selecting all of
the team records. To select individual team records on the Teams list view, mark
the checkbox on the left of each row. To select or deselect multiple teams on the
list view, use the options in the checkbox dropdown menu:

e Select This Page : Selects all records shown on the current page of
results

e Select All : Selects all records in the current search results across all
pages of results

e Deselect All : Deselects all records that are currently selected

| Delete | » | Selected: 1

Select This Page (11) e Description
Select All (11)
Deselect All
Globally Visible
@ : Sarah Smith Private team for sarah

For more information on deleting teams, please refer to the Deleting Teams
section of this documentation.
Actions Menu

The Actions menu to the right of the checkbox dropdown allows you to perform
various actions on the currently selected records.
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) = || Delete Selected: 3

Mass Update g

Export

[ I Global

The options in the Actions menu allow you to perform the following operations:

Menu Item Description

Delete Delete one or more teams at a time

Mass Update Mass update one or more teams at a
time

Export Export one or more teams to a CSV file

Column Sorting

List view provides the ability to sort all of the current search results by a field
column in either ascending or descending order. To sort by a field or switch the
sort direction, click the column header for either "Name" or "Description". The list
view may be sorted by only one column at a time.

[Team Name Description ‘]

Global Globally Visible

Teams Detail View

The Teams detail view displays thorough information about the team, as well as
the ability to perform most actions related to team management. The detail view
also includes a Users subpanel where users can be associated to the team and will
therefore take on the team's properties.

Actions Menu

The Actions menu on the top left of each team's detail view allows you to perform
various actions on the current record. Administrator users can change the action
items to be displayed as separate buttons instead of a dropdown menu via Admin >
System Settings. For more information on configuring the actions menu, please
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refer to the System documentation in the Administration guide.
Teams: West

Edit E

Copy
Delete

leam Name: West

The options in the Actions menu allow you to perform the following operations:

Menu Item Description

Edit Edit the name and description of this
team

Copy Duplicate this team to create a new
team

Delete Delete this team

Users Subpanel

A user has to be associated to a team to be able to take on the team's membership
settings. Assigning a user is much like any other many to many relationship in
Sugar, where many users can be associated to one particular team, and one user
can also be assigned to multiple teams. From Team Management, a user can be
associated to a team via the Users subpanel at the bottom of the page. To associate
uses to a team, follow the following steps:

1. Navigate to the detail view of the team that you would like to edit.
2. At the bottom of the page, click "Select User" from the Users subpanel

# Users

Select

Name User Name =

No Data

3. Use the popup search menu to search for and select the user(s) you would
like to add to this team. You can either click on the user's name or, if
selecting multiple users, click their corresponding checkbox and then click
"Select”
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Select

Users
User
Ll - Name Name
Administrator admin
) Chrig Olliver  chris

Jim Brennan  jim

4. After selecting the user(s) the popup search box will close and the user(s)
will now be displayed in the Users subpanel for the team to complete the
relationship

# Users
Select

Name User Name =

Chris Olliver chris

Next or Previous Record

On the upper right of the Teams detail view, there are two buttons that allow you
to page through each team in the Teams list view's current search results. Clicking
the Previous button displays the previous team of the current search results while
clicking the Next button displays the next team of the current search results. The
text in between shows which team result you are currently viewing within the total
number of current results.

Teams: Chris Olliver

Edit | =

(8 of 11)

Team Mame: Chris Olliver
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Editing Teams

Teams may be edited at any time to update or add information to the record or to
edit existing information. You can make changes to existing team records via the
Teams detail view and edit view, or from the Users module. Edit view is available
within the Teams module and includes the Name and Detail fields.

Editing Via Detail View

You can edit teams via the detail view by clicking the Edit button on the upper left
of the page. Once the edit view layout is open, update either the Name or
Description fields, then click "Save" to preserve the changes made.

Teams: Chris Olliver

Edit | =

Team Mam Chris Olliver

Description:  Private team for chris

Editing Via List View

You can edit teams via the list view by clicking the Pencil icon to the left of each
team's name. After clicking the pencil, the window will move to the edit view.
Update the necessary fields, then click "Save" to preserve the changes. After
saving from the edit view, you will be returned to the detail view for the record
that you just updated. Because this method brings you to the edit view, the Name
and Description fields can be updated.

L

Team Name Description

Global Globally Visible

Editing Via Users Module

The Users module allows you to see all of the teams associated with a specific user
in one place under the "Access" tab. The page will show the "My Teams" subpanel

with a list of all of the teams associated with the user. For more information about
viewing the teams from the Users module, please review the User Management
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documentation.

On the "My Teams" subpanel, there is an option to edit the team. After clicking the
"Edit" button, the window will move to the edit view. Update the necessary fields,
then click "Save" to preserve the changes. After saving from the edit view, you will
be returned to the detail view for the record that you just updated. Because this
method brings you to the edit view, only the Name and Description fields can be
updated.

My Teams
Select

Mame Description

Chris . : .
Olliver Private team for chris £/ edit
East This is the team for the East =) edit 1= remove

Deleting Teams

If a team record is invalid or is no longer being used in your organization's Sugar
instance, it may be deleted from either the Teams detail view or list view. Deleting
via the detail view allows you to delete a single record while the list view allows for
mass deleting multiple records at once. Deleting team records will not delete any
related user records and will only remove the relationship.

The exception to this is found when trying to delete any private teams. Private
teams are only able to be deleted when the user that the team is for has been
deleted. To delete a private team, first delete the user via the user's detail view,
following the steps from User Management.

Deleting Via Detail View
Use the following steps to delete a team via the detail view:

1. Navigate to the team record's detail view.
2. Select "Delete" from the Actions menu.
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Teams: West

Edit E
Copy

Team Name: Woest

3. A pop-up message will display asking for confirmation. Click "Ok" to
proceed.

Deleting Via List View
Use the following steps to delete one or more teams via the list view:

1. Navigate to the Teams list view by navigating to Admin > Team
Management.

2. Use the Search functionality to search to find the Team records you wish to
delete.

3. Select the desired team records individually or using the checkbox
dropdown's options.

4. Choose "Delete" from the Actions menu.

[l = |} Delete | | Selected: 2

Team Name = Description

Administrator Private team for
=l East This is the team -
=0 West This is the team

5. A pop-up message will display asking for confirmation. Click "Ok" to
proceed.

Due to PHP memory limitations on the server, there may be occasions when the
application times out while deleting a large number of team records. If you

encounter an error when performing this action, we recommend selecting the
records in smaller batches.

Removing Users From Teams

Users can be associated to multiple teams, and one team can also be associated to
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many users. As changes occur within an organization, there may be times that
users need to be removed from specific teams. Breaking the relationship between
a team and a user can be done both from the Teams detail view and from the Users
detail view. Both modules include a subpanel to represent the relationship to the
other module.

To remove a user from a team, use the following steps:

1. Navigate to the team record's detail view
2. Click "unlink" to the right of the user's row

# Users

Select (1-7Tof7)

Name = User Name Membership Email Phone
Administrator admin Member admin@example.com
Chris Olliver chris Member chris@example.com

3. A pop-up message will display asking for confirmation. Click "Ok" to
proceed.

To remove a team from a user, use the following steps:

1. Navigate to the user's detail view
2. From the user's detail view, click on the "Access" tab

Chris Olliver

Edit | =

User Profile Advanced

3. Scroll past the role chart to the "My Teams" subpanel and click "Remove"
on the row of the team you would like to remove

My Teams
Select
Name Description
Chris Olliver  Private team for chris £/ edit
East This is the team for the East £ edit |'=' remove
West This is the team for the West £ edit "= remove
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4. A pop-up message will display asking for confirmation. Click "Ok" to
proceed

Repairing Teams

Sugar's Repair menu includes two options for administrators to improve team
structures and functionality. These processes should not be needed often, and are
only used when the necessary changes are to be made. The repair options are as
follows:

Type Description
Upgrade Teams Checks to make sure that all users have

associated private teams

Repair Teams A combination of four different repair
functions to rebuild team accesses

Last Modified: 2019-06-13 03:44:38

Role Management

Overview

Roles in Sugar determine which users can access modules as well as which
operations the users are allowed to perform within those modules. When
configuring role settings in Sugar, an administrator may choose to enforce
restrictions for entire modules or for selected fields on the records in a module, as
explained in the following sections. To fully leverage Sugar's security model, both
permission types can be used together for a given role and should be considered in
conjunction with the Team Management settings used by your organization.

Administrators have the ability to create different roles and assign regular users to
the roles. A user can be related to any number of roles, and when multiple roles or
role settings are applied, Sugar adheres to a most-restrictive policy to determine
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the user's appropriate access levels. Administrators cannot be related to roles, as
their administrative rights supersede any restrictions imposed by Role
Management. For more information on System Administrator users, please review
the User Management documentation.

Roles control multiple layers of actions and access for users within Sugar:

e Module-Level Permissions
e Record-Level Permissions (i.e.Team-Based Permissions)
e Field-Level Permissions

Exceptions
The following modules respond uniquely to role settings in Sugar:

e Forecasts Module : For the Forecasts module, roles will allow or deny
access at the module level with no further layers of access. Because the
Forecasts module uses data from the Opportunities, Products, Quotas,
Worksheet and Time Period modules, the Forecasts module does not
respect the module- or field-level ACLs for those modules. For example, the
opportunity data that is shown in the Forecasts module worksheets will be
displayed and editable regardless of whether or not the user has access to
the Opportunities module or has field-level restrictions in that module.

e Reports Module : Sugar's Reports module does not respect certain field-
level role restrictions, meaning that generated reports may display field
data for which a user's role is set to restrict visibility.

Roles Module Tab

The Roles module tab can be accessed by navigating to the Administration page
and clicking "Role Management" in the Users section. Once in the Roles list view,
you can click the triangle in the Roles module tab to display the Actions and
Recently Viewed menus. The Actions menu allows you to perform important
actions within the module. The Recently Viewed menu displays the list of roles you
last viewed in the module. Please note that clicking the module tab allows you to
access the Roles list view.
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Rales IEI :

4+ Create Rale

= List Roles

= List Roles By User

The Actions menu allows you to perform the following operations:

Menu Item Description

Create Role Opens the edit view to create a new role

List Roles Opens the list view layout to search and
display roles

List Roles By User Opens a page for viewing each user's
access according to their combined
roles

Creating Roles

Sugar's roles specify which users can access modules, as well as which operations
the users are allowed to perform within those modules. When configuring role
settings in Sugar, an administrator may choose to enforce restrictions for entire
modules or for selected fields on the records in a module, as explained in the
following sections. To fully leverage Sugar's security model, both permission types
can be used together for a given role and should be considered in conjunction with
the team access settings used by your organization.

Creating Roles via Role Management

The most common way to create a role is via the Create Role option in the Role
Management module tab. This opens up the edit view layout which allows you to
enter in all the relevant information for the role.

Use the following steps to create a role via Role Management:

1. Navigate to Admin > Role Management.
o Note: The Roles list view will open displaying all existing roles that
are currently available.
2. Click the triangle in the Roles module tab and select "Create Role".
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Roles E :

4 Create Role

= List Roles

= List Roles By User

3. Enter the appropriate values for fields in the edit view layout. All required

fields will indicate "Required" in the field and must be completed prior to
saving.

4. On the Role Chart screen, configure the module and field permissions, and

assign users to the role.

Creating Roles via Duplication

You can also create a new role by duplicating an existing role. The duplicate option
is useful if the role you are creating has similar information to an existing role.

Use the following steps to create a role by duplicating an existing record:

1.
2.

Navigate to a role record's detail view.
Click the Actions menu and select "Duplicate".
Customer Support Administrator

Edit .

Customer Support Ac

Delete
oA g, Customer Support Ac

. The displayed edit view is pre-populated with the original role's values.

Update the necessary fields, then click "Save".

. On the Role Chart screen, update the module and field permissions, and

assign users to the role.

Setting Module-Level Permissions

Sugar's Role Chart contains ten columns and has a row for each module down the
left-hand side. The columns represent an access level or a type of operation within
Sugar, and the corresponding points between the columns and module rows define
the role's permission setting for the operation within the given module.
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Access

Accounts Enabled

Bugs Enabled

Calls Enabled

Access Type Delete

Admin & Developer Not Set

Normal None

Normal Not Set

Edit Export Import List Mass View
Update
Not Set Not Set Not Set Not Set Not Set Not Set
Owner Not Set Not Set Not Set Not Set Not Set
Not Set Not Set Not Set Not Set Not Set Not Set

To configure or make changes to a role, follow the steps below:

1. On the Role Chart, find the intersection of the operation and the module
that you would like to adjust and click inside the corresponding table cell.

2. A dropdown list displays the options available for that configuration. Select
the appropriate security option based on the access and operation
definitions explained later on this page.

Save Cancel

Accounts
Bugs

Calls

Access Access Type

Enabled Admin & Develope!

Enabled Admin & Develope

Not Set Not Set

Delete Edit Export

All Not Set  Not Set

v Not Set Not Set  Not Set
None

NOTS Not Set Not Set

3. Repeat steps 1 and 2 for any other fields you would like to change in this
module for the current role.
4. When complete, click "Save" to secure the changes.

Note: The most restrictive role setting always takes precedence when Sugar has to
choose between two or more settings.

The following table explains the Role Chart's components in detail. Please scroll
beyond this table for descriptions of each configuration option.

Role Chart Configuration Description Additional
Column Header |Options Comments
Module N/A Identifies which
(blank header row) module the row's
settings will affect
Access * Enabled Controls access to |When access to a
* Not Set the entire module |module is disabled,
* Disabled for users in this the useris
role prohibited from
viewing any
records in this
module. They
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cannot see a tab for
the module in the
navigation bar, and
other module
records do not
reveal this
module's subpanel
to the user. For
more information,
please refer to the
Module Access
definitions below
this table.

Access Type * Normal For enabled Please refer to the
* Not Set modules, Access Module Access
* Admin Type determines Type definitions
* Developer how much control |below this table.
* Admin & users in this role
Developer have over the
module
Delete « All Restricts users Restricting a user's
* Owner from deleting or ability to delete
* Owner & merging records in |records also
Selected Teams* this module restricts a user's
* Not Set ability to merge
* None records in the
module since
merging results in
deleting one or
more records.
Edit « All Restricts users Although it is
 Owner from editing, labeled "Edit", this
* Owner & creating, or role setting also
Selected Teams* merging records in |affects the Create
* Not Set this module functionality
* None because the

process of creating
a record functions
the same way as
editing. It also
restricts the merge
functionality in
Sugar, which
modifies existing
records.
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Export « All Restricts users This role setting
* Owner from exporting data|affects usage of the
* Owner & from this module to |[Sugar API, which is
Selected Teams* their local the framework
* Not Set computers used for external
* None connections, such
as the Outlook Plug-
in. For more
information on
exporting, please
refer to the Export
documentation in
the Application
guide.
Import « All Restricts users This role setting
* Not Set from importing affects usage of the
* None data into this Sugar API, which is
module the framework
used for external
connections, such
as the Outlook Plug-
in. For more
information on
importing, please
refer to the Import
documentation in
the Application
guide.
List « All Restricts a user's |A module's list view
* Owner ability to see is not visible to
* Owner & records in a list users where "List"
Selected Teams* view or subpanel is set to "None".
* Not Set
* None
Mass Update « All Restricts users The Mass Update
* Not Set from using the option is not visible
* None Mass Update on the list view's

functionality in this
module's list view

Actions menu when
"Mass Update" is
set to "None". If
"List" is set to
“None", the Mass
Update
configuration is
inconsequential. To
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entirely prohibit
users in a role from
updating many
records at once, set
"Import" to "None"
as well to prevent
mass updates via
import.

View

o All

e Owner

e Owner &
Selected Teams*
* Not Set

* None

Restrict access to
the record view
which displays an
individual record's
details

When "View" is set
to "None", the
module's list view
displays record's
names, but the
names are not
hyperlinked to their
corresponding
record views like
they are for users
with the View
permission
enabled.

When a module's
View setting is
"None" or "Owner",
the access level for
"Edit" and "List"
must be set to the
same value to
ensure desired
functionality for
Sugar Mobile and
other API-based
applications.

*The Owner & Selected Teams option only appears for modules using team-based
permissions. For more information, please refer to the Enabling Team-Based
Permissions section of this page.

The following sections explain the various configuration options available in the

Role Chart.

Module Access Definitions
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The Access column provides the following options:

e Enabled : The user can access this module in Sugar.

e Not Set : The user is neither restricted nor granted access to this module.
When permission is "Not Set", the users within this role default to
"Enabled" access.

e Disabled : The user cannot access this module, view any of its records, or
see any trace of its existence in Sugar.

Note: To ensure proper functionality, a user's access to the Revenue Line Items
and Opportunities modules should be consistently configured. The user should not
have access to one module without access to the other.

Module Access Type Definitions
The Access Type column provides the following options:

e Normal : The user can perform standard functions in this module barring
restrictions from other roles or team settings. The user cannot access the
Administration functions for this module.

e Not Set : The user is neither restricted nor granted access to this module.
When permission is "Not Set", users within this role default to "Normal"
access.

e Admin : The user is not subject to any Teams restrictions for this module
and can view all records, barring other role restrictions. Admin access also
forces "All" access for that module's action-related columns (e.g. Edit,
Delete, etc.) if the row's operation-related columns remain "Not Set".
However, any more restrictive options you may choose will supersede the
Admin access. Please note that the module-level Admin access type does
not grant access to the Administration functions for this module.

e Developer : The user has access to the module-specific sections of Studio,
Workflow Management, Dropdown Editor, and any other Administration
functions that are specific to the module. The user's access to Sugar
records is not affected; access remains subject to Teams restrictions and
action-related role restrictions for this module. For more information on
developer tools, please refer to the Developer Tools documentation.

e Admin & Developer : The user is not subject to any Teams restrictions for
this module and can access Administration functions for this module. For
more information, please refer to the descriptions for the "Admin" and the
"Developer" access types above.

For more information on Admin, Developer, and Admin & Developer roles, please
refer to the article Understanding Admin and Developer Access in Roles.
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Record Operation Definitions

The operation columns (e.g. Edit, Delete, etc.) provide the following configuration
options:

e All : The user can perform this action on any and all records that they can
access in Sugar per their team memberships.

e Owner : The user can perform this action only if they are the "Assigned To"
user on the record.

e Owner & Selected Teams : The user can perform this action if they are
the "Assigned To" user on the record or if they belong to team which is
designated as having extra access on the record. This option is only visible
if an administrator has enabled team-based permissions for the module.

e Not Set : The user is neither restricted nor granted access to this function.
When permission is "Not Set", users within this role default to "All" access.

e None : The user cannot perform this action on any records within this
Sugar module.

Note: When using the Owner & Selected Teams setting, any user with permission
to edit the Teams field can extend role permissions to other users. To maintain a
tighter security model, we recommend using this setting in conjunction with field-
level access control on the Teams field to regulate who can edit the teams on a
record.

Setting Record-Level Permissions

In Sugar, teams are typically used to control which groups of users can access a
record. Using the record-level, team-based permissions, however, an administrator
may choose to extend the purpose of teams to control who can perform certain
operations on the record (e.g. edit, delete, etc.). When enabled, regular users can
use a record's Teams field to grant access such as viewing, editing, exporting,
importing, and deleting permission to specific users or user groups.

For more information on teams, please refer to the Team Management
documentation.

Enabling Team-Based Permissions

An administrator may decide to enable record-level, team-based permissions for
none, some, or all of the modules in a Sugar instance. Once enabled, the
administrator can build roles that utilize the new access option (Owner & Selected
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Teams).
Follow these steps to enable the team-based permission capability:

1. Navigate to Admin > Team-based Permissions.

Manage user accounts and Manage role membership and

3 User Management o Role Management

passwords properties
Manage team membership and Enable team access, and manage
&8 Team Management prope?ﬁes P 886% Team-based Permissions access by module. 9

Manage password requirements
and expiration

=

Password Management

2. If an administrator has never enabled team-based permissions for this
instance, the configuration page will open and display a warning message
above a disabled checkbox. Click on the checkbox labeled "Enable team-
based permissions" to select the modules you want to enable. If the
checkbox is already selected, you will see the modules listed prominently
on the configuration page.

3. Place a checkmark in the boxes next to modules that should support team-
based permissions. The square behind the module name changes from gray
(disabled) to blue (enabled) upon selecting the checkbox. Once you are
satisfied with your selections, click "Save" to preserve the changes.

Cancel

Enabling team-based permissions will allow you to assign specific access rights to teams and users for individual modules, through Role Management.

Warning: Disabling team-based permissions for a module will revert any data associated with team-based permissions for that module, including any Process Definitions or
Processes using the feature. This includes any Roles using the "Owner & Selected team" option for that module, and any team-based permissions data for records in that module.
We also recommend that you use Quick Repair and Rebuild tool to clear your system cache after disabling team-based permissions for any module.

Enable team-based permissions

Select modules to enable

Accounts Bugs Calls Campaigns
Cases Contacts Contracts Documents
Email Templates Emails Knowledge Base Leads
Meetings Notes Oppor’(unities PDF Manager
Project Tasks Projects Quoted Line Items Quotes
Reports Revenue Line Iltems Target Lists Targets
Tasks

After saving, you can confirm that a module has been enabled for team-based
permissions by clicking "Edit" on any record within the module and viewing the
Teams field. Each team's name in the widget should include a Lock button,
defaulted to a disabled (white) state.
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Teams
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If the Teams widget does not show the Lock buttons, confirm that you properly
saved the admin settings in step 3, perform a Quick Repair and Rebuild, and try
refreshing your browser's cache.

You may now create roles that utilize the "Owner & Selected Teams" access type
for actions in the enabled modules. Please note that team-based permissions have
no effect on Sugar until users have been assigned to roles that are configured with
"Owner & Selected Teams" access. For more information, please refer to the
Record Operation Definitions section of this page. For information on using team-
based permissions on a record, please refer to the User Interface documentation.

Disabling Team-Based Permissions

Disabling team-based permissions for a module permanently removes any data
associated with team-based permissions for that module. Any role definitions using
the "Owner & Selected Team" option for field-access settings or operations in that
module revert to the more restrictive setting, "Owner". All record-level, team-
based permissions data for that module are also permanently deleted. Sugar will
not remember a record's role-related team settings if you ever wish to re-enable
the module for team-based permissions.

To disable team-based permissions for a module, navigate to Admin > Team-based
Permissions, uncheck the box next to the appropriate module's name, and click
"Save". To disable the functionality for the entire instance, simply uncheck the box
labeled "Enable team-based permissions" and click "Save". After disabling team-
based permissions for any module, please use the Quick Repair and Rebuild tool to
clear your system's cache.

Setting Field-Level Permissions

Role Management also provides the option to set permissions and restrictions on
specific fields within modules. To change the field-level permissions for a role,
follow these steps:

1. Navigate to Admin > Role Management.
2. Create and save a new role or select an existing role to edit.
3. On the left side of the screen, click on the name of the module that contains
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the field(s) you would like to restrict.

All Save Cancel
Accounts
Access Access Type

Bugs
Calls Accounts Not Set Not Set
Cases Bugs Not Set Not Set
Contacts Calls Not Set Not Set
Contracts

Campaigns Not Set Not Set
Documents

4. On the next screen, find the field that you would like to restrict and then
click inside the table cell to the right of that field name. In this example,
click on the words "Not Set" next to the word "Type" to edit access to the

Type field.
Type [+] ||Not Set Annual Revenue [+] | Not Set
Campaign [+] | Not Set Created By [+] = Not Set

Email [+] | Not Set

Employees [+] Not Set

Email Address [+]

Facebook Account [+]

Not Set

Not Set

Note: Some fields may be part of a group and the access setting will affect
all of the fields in the group. To see which fields, if any, are in a group with
the field you are editing, click the Plus (+) sign next to the field's name.
Any fields listed as part of a group will also be restricted at the level you
choose. Grouped fields cannot be controlled independently. If you cannot
find the field that you would like to restrict in the fields table, it may be
grouped within another field. Try expanding fields that are likely to be
grouped with the field you are looking for (e.g. the Billing City field for
Accounts is grouped under the Billing Street field as part of the billing
address group).

. From the dropdown list, select a level of field access for this role's

members based on the field-access definitions explained below.

Type

Campaign [+
Email [+

Employees [+

Read/Write
Read/Owner Write

Read Only

Owner Read/Owner Write
None

Annual Revenue [+]

Created By [+]

Email Address [+]

Not Set

Not Set

Not Set

Facebook Account [+] | Not Set

6. Repeat steps 4 and 5 for any other fields you would like to change in this
module for the current role.
7. When complete, click "Save" to secure the changes.

Field Access Definitions

* Not Set : The user is neither restricted nor granted access to this field.
When permission is "Not Set", users within this role default to "Read/Write"
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access.
Read/Write : The user can see the value of this field and can edit it.
Read/Owner Write : The user can see the value of this field but can only
edit the field's value if they are the "Assigned To" user on the record.
Read/(Owner & Selected Teams) Write : The user can see the value of
this field but can only edit the field's value if they are the "Assigned To"
user on the record or if they belong to a team which is designated as
having extra access on the record. This option is only visible if an
administrator has enabled team-based permissions for the module.

Read Only : The user can see the value of this field but cannot change its
value.

Owner Read/Owner Write : The user can only see and edit this field if
they are the "Assigned To" user on the record.

(Owner & Selected Teams) Read/Owner Write : The user can only see
the value of this field if they are the "Assigned To" user on the record or if
they belong to team which is designated as having extra access on the
record, but they can edit the field only if they are the "Assigned To" user on
the record. This option is only visible if an administrator has enabled team-
based permissions for the module.

(Owner & Selected Teams) Read/(Owner & Selected Teams) Write :
The user can only see the field and edit the field's value if they are the
"Assigned To" user on the record or if they belong to a team which is
designated as having extra access on the record. This option is only visible
if an administrator has enabled team-based permissions for the module.
None : For Sidecar modules, the user can see this field on layouts (e.g.
Record View) but cannot see its value. Instead, Sugar displays "No Access"
as the field's value. For Legacy modules (e.g. Quotes), the user cannot see
the field on any layout. Instead, Sugar displays a blank space on the edit
and detail views.

Assigning Users to Roles

A user must be associated with a role to take on the role's permission settings.
Assigning a role is much like any other many-to-many relationship in Sugar, where
many users can be associated with any particular role, and one user can also be
assigned to multiple roles.

If a user is assigned to multiple roles, the most restrictive option for each setting is
respected. For example, if a user is assigned to two roles, one which restricts Edit
access for the Accounts module to "Owner" and the second which restricts it to
"Owner & Selected Teams", the "Owner" setting will be respected. View the Access
tab on each user's profile to see the cumulative effect of all of their assigned roles.
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Assigning Roles via Role Management

From Role Management, a user can be related to a role via the Users subpanel at
the bottom of the detail view. To relate users to a role, use the following steps:

1. Navigate to Admin > Role Management.
2. From the Roles list view, select the desired role.
3. At the bottom of the page, click "Select User" from the Users subpanel .

A Users

Select User

Name User Name =
No data
4. Use the pop-up search menu to search for and select the user(s) you would

like to add to this role where you can either click on the user's name or, if
selecting multiple users, click their corresponding checkbox and then click

"Select".
Select
Users
v Name User Name Title
Will Westin will Sales Manager East
Sarah Smith sarah Sales Manager West
Sally Bronsen sally Senior Account Rep

After selecting the user(s), the pop-up search box will close and the user(s) will
now be displayed in the Users subpanel for the role to complete the relationship.

Assigning Roles via User Management

From User Management, a user can be related to a role via the user's detail view.
For more information on User Management, please refer to the User Management
documentation. To relate a role to a user via User Management, follow the
following steps:

1. Navigate to Admin > User Management.
2. From the Users list view, open the user record that you would like to edit
3. From the user's detail view, click on the "Access" tab

62 /694


http://support.sugarcrm.com/Documentation/Sugar_Versions/9.0/Ult/Administration_Guide/Users

1 - Accounts «  Contacts - | Users = i Q Q.
‘

Chris Olliver

Edit | = (6 of 8)

User Profile Advanced Access

# User Profile

Full Name: Chris Olliver User Name: chris

Status: Active User Type: Regular User

4. Scroll past the Role Chart to the subpanel for "Roles" and click "Select"

« Roles

Name = Description

No data

5. Use the pop-up search menu to search for and select the role(s) you would
like to add to this user where you can either click on the role's name or, if
selecting multiple roles, click the corresponding checkboxes and then click

"Select”
Select
Roles
v Name Description
Customer Support Administrator Customer Support Administrator Role
Marketing Administrator Marketing Administrator Role

After selecting the role(s), the pop-up search box will close and the role(s) will now
be displayed in the Roles subpanel for the user to complete the relationship.

Viewing Roles

There are various options available for viewing role records in Sugar including via
the Roles list view, Roles detail view, Roles Recently Viewed menu, the List Roles
by User function, and from the Users module.

Viewing via List View

The Roles list view displays all role records meeting the current search criteria. To
access the list view, simply navigate Admin > Role Management. Alternately, if you
are looking at a role's detail view, you can click the Roles module tab to return to

63 /694



the list view. You can click the role's name to open the record in detail view. For
more information on viewing roles via list view, please refer to the Roles List View
section of this documentation.

Viewing via Detail View

The Roles detail view is where all of the modifications to the role settings can be
made. This page includes the name and description of the role, the chart where
module settings can be manipulated, links to the field-level action settings, and the
Users subpanel where users can be added to the role. For more information on
viewing roles via detail view, please refer to the Roles Detail View section of this
documentation.

Viewing via Recently Viewed

As you access different roles, Sugar will keep track of which roles you have
recently viewed. Click the triangle in the Roles module tab to see a list of the 3
roles you most recently viewed in the module. Clicking the role's name within the
list will open it in detail view.

Roles E :

+ Create Role

List Roles

List Roles By User

Sales Administratar

c]

Marketing Administratar

e ©

Customer Support Administrator

Viewing Roles by User

Role Management offers the option to view all roles assigned to specific users.
Click the triangle in the Roles module tab and select "List Roles By User" to view
these roles.
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ROIESE i
=+ Create Role

= List Roles

= List Roles By User

You will be redirected to the Users module and a screen will appear with a
dropdown list with all users' names included. Select the user you would like to
view and a chart will show which is a compilation of all of the roles listed for the
user in the Roles subpanel, at the bottom of the page.

Users
Chris Olliver %
Access Access Type Delete Edit
Accounts Enabled Normal All All
Bugs Enabled Mormal All All
Calls Enabled Normal All All

Viewing via Users Module

User profiles show which roles the user is related to and how the user's roles work
together. When viewing a user profile, all role information can be found by

navigating to the "Access" tab. For information about accessing the Users module,
please refer to the Users documentation.

Edit |~

User Profile Advanced Access

# User Profile

Full Name: Chris Olliver

The access tab contains a chart showing all of the modules and actions available in
Role Management. This chart is a compilation of all of the roles listed for the user
in the Roles subpanel at the bottom of the page.
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Chris Olliver

Edit | =

User Profile Advanced Access

Access Access Type Delete Edit

Accounts Enabled Normal All All
Bugs Enabled Normal All All
Calls Enabled Normal All All

When viewing the chart, the most restrictive setting for the specific intersection
will take precedence, and will represent the option for the user. Therefore, if the
user has two roles assigned, one of which allows him or her to delete a record and
another which does not, Sugar will enforce the option where the user cannot
delete the record. The table shown in User Management cannot be edited. Instead,
the role itself must be edited which will change the setting for any other users
related to the role.

To view the role settings from User Management and make any necessary
changes, simply click the role's name from the Roles subpanel, which will take you
to the role's detail view.

# Roles

Select

Name = Description

Customer Support Administrator Customer Support Administrator Role

Sales Administrator Sales Administrator Role

Searching Roles

The Roles list view search function allows you to search for the name of the role to
help you locate records easily and effectively. Once the search is performed, the
relevant results will be displayed in the Roles list view below.

The buttons in the search panel have the following functions:
e Search : Click the Search button or press your Return/Enter key to

perform the search
e Clear : Click the Clear button to clear all criteria from the searchable fields
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To see all Role records, simply click "Clear" and then "Search" to perform a blank
search with no name filter.

Roles

Name Search I Clear

Please note that Sugar automatically appends the wildcard character (%) to the
end of your search phrase. This allows the system to retrieve all records that start
with the keyword entered in the search. If you would like to broaden the search,
you can use the wildcard at the beginning of your text as well (e.g.
%Administrator). This will pull up any record that has the word "administrator" in
the name, regardless of how it starts or ends.

For more information on using the various search methods as well as how
wildcards are used, please refer to the Search documentation.

Roles List View

The Roles list view displays all roles that meet the current search criteria (if any).
You can view the name and description of each role within the field columns. Click
on the name of the role to access the detail view for the role and review the
settings further.

Pagination

List view displays the current search results broken into pages that you can scroll
through rather than displaying potentially thousands of rows at once. To the right
just below the search panel you can see which records of the total results set are
currently being displayed. The two single-arrow Next and Previous buttons can be
used to scroll through the records page-by-page. The two double-arrow First Page
and Last Page buttons allow you to skip to the beginning or the end of your current
results.

By default, Sugar displays 20 records per list view page, but administrators can
change the number of records displayed via the System menu in Admin. For more
information on changing the number of displayed records, please refer to the
System documentation in the Administration guide.
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Roles

Name Search  Clear

— (1-50f85)

Checkbox Selection

Roles can be deleted in a mass-delete fashion via the list view by selecting all of
the role records. To select individual role records on the Roles list view, mark the
checkbox on the left of each row. To select or deselect multiple roles on the list
view, use the options in the checkbox dropdown menu:

e Select This Page : Selects all records shown on the current page of
results

e Select All : Selects all records in the current search results across all
pages of results

e Deselect All : Deselects all records that are currently selected

'_IBI Delete

Select This Page (B) Description

Select All (B)
e

Deselect All
JLpport Administrator Customer Support Administrator Role

@ ¢ Marketing Administrator Marketing Administrator Role

For more information on deleting roles, please refer to the Mass Deleting via List
View section of this documentation.

Column Sorting

List view provides the ability to sort all of the current search results by a field
column in either ascending or descending order. To sort by a field or switch the
sort direction, click the column header for either "Name" or "Description". The list
view may be sorted by only one column at a time.

IName = Description = I

Customer Support
Ej ? PP

Administrator Customer Support Administrator Role
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Roles Detail View

The Roles detail view displays thorough information about the role, as well as the
ability to perform most actions related to role management. It comprises of a chart
showing all modules in Sugar and actions that the user can have access to or be
restricted from. The detail view also provides links that, when clicked, drill down
into each module to make field-level permission changes. Finally, the detail view
includes a Users subpanel where users can be related to the role and will,
therefore, take on the role's properties.

Actions Menu

The Actions menu on the top left of each role's detail view allows you to perform
various actions on the current record. Administrator users can change the action
items to be displayed as separate buttons instead of a dropdown menu via Admin >
System Settings. For more information on configuring the actions menu, please
refer to the System documentation in the Administration guide.

Edit |

Duplicate
Delete

The options in the Actions menu allow you to perform the following operations:

Menu Item Description

Edit Edit the name and description of this
role

Duplicate Duplicate this role to create a new role

Delete Delete this role

Role Chart

The Role Chart comprises of ten columns and a row for each module down the left-
hand side. The columns each represent a type of action within Sugar, and the
corresponding point between the columns and module roles defines the role's
permissions. The role permissions can be updated from the detail view of each
role. For an explanation of each action and how to update roles, please review the
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Setting Module-Level Permissions section of this documentation.

Access Access Type Delete Edit Export Import List Mass View
Update
Accounts Enabled Admin & Developer None All Mot Set Mot Set All Not Set All
Bugs Enabled Admin & Developer All All MNot Set Not Set All Not Set All

Field Permissions

To the left of the Role Chart is a list of hyperlinked Sugar module names:

Double click on a cell to change value.

All Save Cancel
Accounts
Access Access Type Delete

Bugs
Calls

Accounts Enabled Admin & Developer Mone
Cases
Contacts Bugs Enabled Admin & Developer All
Contracts Calls Mot Set Mot Set Mot Set
Documents Campaigns Mot Set Mot Set Not Set
Emails

Cases Enabled Admin & Developer Mot Set

Click on a module name to access the Field Permissions view for the module. For
an explanation of each action and how to update field-level permissions, please
review the Setting Field-Level Permissions section of this page.

Type [+] Not Set Annual Revenue [+] Not Set Assigned to [+] Not Set Billing Street [+] Not Set
Campaign [+] Not Set Created By [+] Not Set Description [#] Not Set DUNS [+] Not Set

Email [+] = Not Set Email Address [+] | Not Set Other Email [+] | Not Set | Email Opt Out [+] | Not Set

Users Subpanel

Beneath the Role Chart, the Users subpanel is available for the Administrator to
relate one or more users to the current role. A user must be related to a role to
take on the role's permission settings. One user can be related to multiple roles. If

a user is related to multiple roles, the most restrictive option for each setting is
respected.

To relate users to a role, use the following steps:

1. Navigate to the detail view of the role that you would like to edit.
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2. At the bottom of the page, click "Select User" from the Users subpanel.

A Users

Select User

Name User Name =
No data
3. Use the pop-up search menu to search for and select the user(s) you would

like to add to this role. You can either click on the user's name or, if
selecting multiple users, click their corresponding checkbox and then click

"Select".
Select
Users
v Name User Name Title
Will Westin will Sales Manager East
Sarah Smith sarah Sales Manager West
Sally Bronsen sally Senior Account Rep

After selecting the user(s), the pop-up search box will close and the user(s) will
now be displayed in the Users subpanel for the role to complete the relationship.

Editing Roles

Roles may be edited at any time to update or add information to the record or to
edit the role restrictions. You can make changes to existing role records via the
Roles detail view and edit view, depending on the change being made. Changes via
the detail view are made directly on the role permission chart. Edit view is
available within the Roles module and includes the Name and Detail fields.

Editing via Detail View
You can edit roles via the detail view by clicking the Edit button on the upper left

of the page. Once the edit view layout is open, update either the Name or
Description fields, then click "Save" to preserve the changes made.
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Customer Support Administrator

Edit |+
Name: Customer Support Administrator
Description: Customer Support Administrator Role

Edits to the settings on the role are also performed via the detail view. Below the
Name and Description fields, is where you will find the role permission chart. This
chart is made up of rows representing the different modules in Sugar, and columns
representing each of the action types Sugar users can perform. Edits to this table
are made by clicking the box at the intersection of a row and column, which
produces a dropdown list of available options. For more information on module
permission changes, please review the information in the Setting Module-Level
Permissions section of this documentation.

Editing via List View

You can edit roles via the list view by clicking the Pencil icon to the left of each
role's name. After clicking the pencil, the window will move to the edit view.
Update the necessary fields, then click "Save" to preserve the changes. After
saving from the edit view, you will be returned to the detail view for the record
that you just updated. Because this method brings you to the edit view, only the
Name and Description fields can be updated.

Name = Description

Customer Support
Administrator

Customer Support Administrator Role

Editing via Users Module

The Users module allows you to see all of the roles related to a specific user in one
place under the "Access" tab. The page will show a subpanel with a list of all of the
roles related to the user. For more information about viewing the roles from the
Users module, please review Viewing via Users Module.

On the "Roles" subpanel, there is an option to edit the role. After clicking the
"Edit" button, the window will move to the edit view. Update the necessary fields,
then click "Save" to preserve the changes. After saving from the edit view, you will
be returned to the detail view for the record that you just updated. Because this
method brings you to the edit view, only the Name and Description fields can be
updated.
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# Roles
Select (1-20of 2)

Name = Description

Customer Support

Administrator Customer Support Administrator Role

Sales Administrator Sales Administrator Role

Deleting Roles

If a role record is invalid or is no longer being used in your organization's Sugar
instance, it may be deleted from either the Roles detail view or list view. Deleting
via the detail view allows you to delete a single record while the list view allows for
mass deleting multiple records at once. Deleting role records will not delete the
related user records and will only remove the relationship.

Deleting via Detail View
Use the following steps to delete a role via the detail view:

1. Navigate to the role record's detail view.
2. Select "Delete" from the Actions menu.

Products Role

Edit E

Duplicate
Delete

Products Role

O TR

Double click on a cell to change value.
All Save Cancel

3. A pop-up message will display asking for confirmation. Click "Ok" to
proceed.

Mass Deleting via List View
Use the following steps to delete one or more roles via the list view:
1. Navigate to Admin > Role Management.

2. Use the search functionality to find the Role records you wish to delete.
3. Select the desired role records individually or using the checkbox
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dropdown'soptions.
4. Choose "Delete" from the Actions menu.

v | Delete
Name Description
Customer Support Administrator Customer Support Administrator Role
‘ Marketing Administrator Marketing Administrator Role
Sales Administrator Sales Administrator Role

5. A pop-up message will ask for confirmation. Click "Ok" to proceed.

Due to PHP memory limitations on the server, there may be occasions when the
application times out while deleting a large number of role records. If you
encounter an error when performing this action, we recommend selecting the
records in smaller batches.

Last Modified: 2020-02-03 18:26:30

Password Management

Overview

Password Management is used to administer requirements and other policies
about user passwords in Sugar. Sugar allows administrators to set up system-
generated passwords versus manually created passwords for new users, failed
login lockout attempts, and configure the email templates used to send password
information to users. Password management is not used to change user's
passwords, which can be done via their User Profile.

Note: For instances that use Sugarldentity, an administrator will need to access
Sugarldentity via the Cloud Settings console to configure password requirements
as well as set up LDAP or SAML authentication.

Password Requirements

The Password Requirements panel lets you configure minimum and maximum
lengths of passwords, as well as what characters are required in passwords. Filling
in either of the first two fields, Minimum Length and Maximum Length, will force a
requirement for your users to have passwords be more than or less than a given
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amount of characters. Additionally, use any of the four checkboxes to force
character requirements on users' passwords. This can force users to include upper
case letters, lower case letters, numbers, or special characters in their passwords.

Note: For instances that use Sugarldentity, password requirements are configured
in Sugarldentity via the Cloud Settings console.

Password Requirements

Minimum Length: 5 Maximum Length: 10
Must contain one upper ™ Must contain one lower )
case letter (A-Z): case letter (a-z):

Must contain one number o Must contain one of the

(0-9): following special characters

{h=!=@':#=$=%=h:&=.={=}=—=+=_
Wl):

Advanced Options

You can also specify words or other strings that are not allowed in a password,
called Regex Requirements. The configurations for Regex Requirements are found
in the Advanced Options section of the Password Requirements panel.

Note: For instances that use Sugarldentity, regex password controls are not
available.
Must contain one number (0-9): ) Must contain one of the following

special characters
(d-?!?@‘?#?$’%?ﬂ?&’.?{?}’—F+F_’=?{’}?|:II'

¥ Hide Advanced Options

[Regex Requirement:] i [Regex Descn'pticm'.] i

To set a Regex Requirement, type in code of characters that are not allowed. In the
Regex Description field, write a message to users that will show when they try to
edit their passwords, explaining what strings are not allowed. For more
information on Regex usage, please review the Regular Expressions website at
http://www.regular-expressions.info/.

Some examples of regular expressions in password rules are listed below:

Sample Expression Password Rule

Sugar Password cannot contain the word
Sugar.

([A-Za-z0-9])\1 Password cannot repeat a letter or
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number consecutively; for example, AA
or 88.

([a-zA-ZD{4,}

Password cannot repeat any two
consecutive letters; repeat characters or
letters must be separated by a special
character such as %.

[ \t] Password cannot contain spaces and
tabs.
[@#$] Password cannot contain @, #, or $.

System-Generated Passwords

When enabled, the System-Generated Passwords feature will allow users to receive
a randomly generated password via email. This functionality is utilized either when
a new user is created or when an administrator activates the Reset Password

button in the user's profile.

Note: For instances that use Sugarldentity, the System-Generated Passwords

feature is not available.

The two requirements to utilize system-generated passwords are:

e A user has a valid primary email address configured in their User Profile.
e A system outbound email server (SMTP) is configured in Email Settings.

For security reasons, when the System-Generated Passwords feature is enabled,
you also have the option to set an expiration for the system-generated password.
You can specify when the temporary password expires, either after a certain
amount of days, months, or weeks, or after a specified number of logins. Simply
click the radio button next to the expiration you would like to use and enter the
login or length of time variable as necessary, or click "None" for the password to
never expire. Once the temporary password expires, users will see a message upon
login, informing them that the password has expired and to create a new
password. The user will need to enter the temporary password along with the new
password and confirm the password as well.
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System-Generated Passwords

Enable System-Generated Passwords
Feature :

Waming: An SMTP server for outbound emails is not configured in Email Seftings. It must be configured in order fo send passwords fo users.
A primary email address is required for each user in order fo use this feature.

System-Generated Password Expiration

Nene _ Password Expires in
@

day(s) Password Expires upon legins

User Reset Password

The forgot password feature allows administrators to enable the Forgot Password
link to display in the Sugar login window. If a user does not remember their
password, they can click this option, enter their user name and their primary email
address in Sugar, and a Reset Password link will be emailed, guiding them through
the process to reset their forgotten password. For more information on how a user
resets his or her password, please view the Getting Started documentation.

Note: For instances that use Sugarldentity, the "Forgot Password?" link is
available on the Sugar login screen, but the feature cannot be configured.

The two requirements to utilize Forgot Password feature are:

e A user has a valid primary email address configured in their User Profile.
¢ A system outbound email server (SMTP) is configured in Email Settings.

CAPTCHA Validation

As an additional precaution, you can enable CAPTCHA validation to prevent
automated programs from gaining unauthorized access to user accounts. When
enabled, when a user attempts to use the Forgot Password feature, they will have
to confirm a CAPTCHA, in addition to providing their user name and primary email
address.

Note: For instances that use Sugarldentity, CAPTCHA validation is not available.
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# Forgot Password?

User Mame:

Email Address:

Enter the Two Words

Ealow:

which Py

Get another CAPTCHA Switch to Sound

Submit

Use the following steps to enable CAPTCHA for the Forgot Password menu:

1.

2.

o

Create an account with reCAPTCHA from the reCAPTCHA website at
https://www.google.com/recaptcha.

After creating an account, save your Public Key and Private Key, which will
be entered into Sugar.

. In Sugar, navigate to Password Management and the "User Reset

Password" panel.
Click the checkbox to "Enable reCAPTCHA Validations".

. Enter the Public Key and Private Key in the fields provided.

Enable reCAPTCHA Validations: =
i

Public Key” BLFYWt4SAAAAALINSHsZ)a2R1IXdSPkUhITT)PC Private Key* BLFYWt4SAAAAABOACT))0a8TTZdn0BIOjbzF1s

Honeypot Validations

Honeypots are a nonintrusive method of human form submission confirmation that
is more effective than traditional CAPTCHA. Enabling the honeypot validation
option will add an invisible input field to the Forgot Password form which only bots
reading the HTML will be able to see. When the bots fill in the honeypot field,
Sugar knows to disregard the submission since it was not created by a human,
thus preventing unauthorized access to your Sugar instance.

Note: For Sugar instances that use Sugarldentity, Honeypot validation is not
available.

Enable reCAPTCHA Validations : (4

Enable Honeypot Validations: | j @
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Email Templates

Sugar comes standard with two password templates. One is for the System-
Generated Password emails that are sent out, and the other is for the Reset
Password email. The templates are editable through Password Management and
new ones can also be created. To create a new version of either template, click the
Create button on the specific line. To edit the existing template, click the Edit
button on the specific line.

Note: For instances that use Sugarldentity, email templates cannot be created or
edited.

Email Templates

Email template containing system-generated System-generated password email | 4 Create Edit
password:
Email template containing system-generated link to Forgot Password email - [ Create ] [ Edit ]

reset password:

Templates can also be viewed via the Emails module by navigating to the Email
Templates list view. The templates are easily found as the Type is blank, whereas
any other template will be either a Campaign, Email, or Workflow template. For
more information on Email Templates, please review the appropriate section of the
application guide.

Note: If you choose to create your own templates to send passwords, copy the
variables provided in the default template. The variables "$contact user link guid"
from the "Forgot Password Email" and the " $contact user user hash" and
"$config site url" are not available from the variable dropdowns when creating the
templates.

Marme Type Search
Campaign
Email
Workflow
[ ] w
Name Type Description
System- This template is used when the
generated System Administrator sends a new
password email password to a user.
Forgot eer & Ik 10 cick 1o st the.
Password email ,
user's account password.
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User-Generated Password Expiration

Sugar can force users to create new passwords after a given period. Admins can
configure this for either specific amounts of time in days, weeks, or months, or
after a specific amount of logins. To configure a password expiration, select the
radio button next to the expiration period you would like to use and enter the
timeframe or amount of logins that the user will be allotted. Once the password
expiration is reached, users will see a message upon login, informing them that
their password has expired and to create a new password. The user will need to
enter their current password along with their new password and confirm the
password as well.

Note: For instances that use Sugarldentity, password expiration rules are
configured in Sugarldentity via the Cloud Settings console.

User-Generated Password Expiration

None © Password Expires in 60 day(s) ¥ Password Expires upon logins

Login Lockout

To prevent against unauthorized logins, Sugar includes a configurable lockout
function. This means that you will define a specific amount of unsuccessful
attempts that a user name can be used to log in before the user name will not be
able to log in. You also configure a given amount of time before the restriction is
listed in either minutes, hours, or days. To configure Login Lockout, click the radio
button next to "Lockout users after {blank} unsuccessful login attempts", fill in the
maximum number of attempts allowed and define the timeframe.

Note: For instances that use Sugarldentity, login lockout rules are configured in
Sugarldentity via the Cloud Settings console.

Login Lockout

None Lockout users after| 5 un-successful login attempts

A

Enable login again after:| 30 Minutes ¢

Note: When a user has been locked out, the user must wait until the given
timeframe has passed. The only way to manually allow a user to log back in is by
clicking the Reset User Preferences button in the user's profile.
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User Name: chris

Cannot send password L

| This user is locked out of the Sugar
application and cannotlog in using
his/her existing password.

External Authentication

Sugar can respect external authentication protocols (i.e. LDAP and SAML) to give
users a seamless login process via single sign-on (SSO) services. LDAP and SAML
configuration options are located in the last two panels of the Password
Management page. Click the checkbox next to the external authentication type
that you would like to enable. Upon selection, the page's contents will refresh and
the chosen protocol will supersede any other Password Management settings.

Note: For instances that use Sugarldentity, LDAP and SAML authentication are
configured in Sugarldentity via the Cloud Settings console.

Note: If a user logs out of their single sign-on account from outside of Sugar, they
will continue to be logged into Sugar.

LDAP Support

Enable LDAP Authentication "/ E

SAML Authentication

Enable SAML Authentication "/ I:I

The following sections explain LDAP and SAML options in more detail.

Note: Team Management and Role Management are still taken into account when
External Authentication is active.

LDAP

Sugar can be configured to accept Lightweight Directory Access Protocol (LDAP)
authentication if your organization has implemented LDAP or Active Directory
authentication. When users in your system attempt to log into Sugar, the
application will authenticate their credentials against your LDAP directory or
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Active Directory. If authentication is successful, the user is granted access to
Sugar. If the authentication is unsuccessful, Sugar will then attempt to verify the
provided credentials against its own database of valid user names and passwords.

Note: For instances that use Sugarldentity, LDAP is configured in Sugarldentity
via the Cloud Settings console.

To configure LDAP, navigate to Admin > Password Management, and enable the
"Enable LDAP Authentication" checkbox in the LDAP Support panel. Sugar will
then display some additional fields where you can enter information specific to
your LDAP or Active Directory account. s

Enable LDAP Authentication '/
server: '/ Port Number: '/
User Fiter:

Login Attribute: !

Once you have completed the form, you will then need to enable LDAP for users by
navigating to Admin > User Management, selecting the desired user, then clicking
the Advanced tab in their user profile. Enable the "LDAP Authentication Only"
checkbox then click "Save". Sugar will then synchronize the user's Active Directory
user name and present the password on the LDAP port. When the user next logs
into Sugar, they will enter their Active Directory username and password.

LDAP Fields

Fill in the appropriate options in the following fields, and then click "Save" to
commit the changes. The following are suggested values for each field, but these
may vary depending on your LDAP configuration.

Field Suggested Values Description

Authentication Enter Check this box to enable
! the User Name and
username@MYSERVER.M |Password fields.
YDOMAIN.com" or "domai
n\\userfirstname.userlastn |Note: You must add a
ame" for the User Name, [service account user (read-

and the corresponding only access) to your Active
Password. Directory to authenticate
via Sugar.

Note: The latter username
format requires double
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backslashes after the
domain. Sugar will
automatically remove one
backslash upon Save.

Auto Create Users

Typically, this box remains
disabled.

Select this checkbox to
create the username in
the Sugar database if it
does not already exist.

Note: When enabled, a
Sugar user is created for
every LDAP user logging
into the application. This
will occupy an active
Sugar license for each
created user.

Bind Attribute

For Active Directory,
enter userPrincipalName

A case-sensitive value

Enable LDAP
Authentication

Uncheck this box if you
would like to disable LDAP
in your instance.

Encryption Key

If you are using LDAP with
SOAP, enter the
encryption key to encrypt
user passwords in the

Sugar Plug-in for
Microsoft Outlook.

Note: The "php mcrypt"
extension must be enabled
in the php.ini file.

Group Membership

Group DN : Enter the
group DN name

* ou=groups
e dc=example

e dc=com

Group Name : Enter the
group name

e cn=sugarcrm

User Attribute : A unique

Select this checkbox if you
wish to specify that the
user is a member of a
specific group.
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identifier used to check if
the user is a member of
the group

e uid

Group Attribute : The
attribute of the group that
will be used to filter
against the User Attribute

¢ MemberUid

Login Attribute

For Active Directory,
enter sAMAccountName

A case-sensitive value

Port Number

389

Enter the port number.
389 is the default port.

Server MYSERVER.MYDOMAIN.c |Enter the FQDN of your
om Active Directory Server
which should be your
Domain Controller.
User DN ou=people, dc=example, |Enter the user DN name.

dc=com

User Filter

is user id=1

Enter any additional
parameters to apply when
authenticating users.

SAML

Sugar can be configured to accept Security Assertion Markup Language (SAML)
for single sign-on if it is implemented at your organization. When users in your
system attempt to log into Sugar, the application will authenticate them against
SAML. If authentication is successful, the user is granted access to Sugar. If the
authentication is unsuccessful, Sugar will then attempt to verify the provided
credentials against its own database of valid user names and passwords. Sugar
supports the use of SAML version 2.0.

Note: For instances that use Sugarldentity, SAML is configured in Sugarldentity
via the Cloud Settings console.

Use the following steps to configure SAML authentication:
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1. Navigate to Admin > Password Management and click the "Enable SAML
Authentication" checkbox in the SAML Authentication panel.

2. Enter appropriate values in the fields on the SAML Authentication page. If
you have downloaded a metadata file from the identity provider (e.g. Okta,
Google, ADFS), then skip to step 3.

Cancel | Export Metadata File Import IdP Metadata File

SAML Authentication

Enable SAML Authentication '
Login URL &/ *

SLOURL 4

Entity 1D ‘&) *

SugarCRM Entity ID '

X509 Certificate 1/ *

Auto-create user o

Load login screen in same
window to avoid pop-up blocking i

Request Signing Private Key ! Choose File | Mo file chosen
Request Signing Certificate i Choose File Mo file chosen
RSA-SHAZ256 ¢

Request Signing method i
Sign AuthN Request i
Sign Logout Reguest i

Sign Logout Response i

3. If you have obtained a metadata file from the identity provider (e.g. Okta,
Google, ADFS), then you can import the file by clicking the "Import IdP
Metadata File" button. Locate the metadata file you saved then click
"Open". Certain fields (e.g. Login URL, SLO URL, Entity ID, X509
Certificate) on the page will be auto-populated with data from the file.
Optionally, complete any other desired fields on the configuration page
based on your needs.

Note: If you are using Okta with single logout enabled, then you will need
to complete the "Sign Logout Request", Request Signing Private Key", and
"Request Signing Certificate" fields in order to digitally sign the logout
request.
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4. Once the necessary fields have been completed, click "Save" to preserve

the settings.

When using ADFS, you will need to export an XML metadata file containing the
SAML settings which you will need in order to configure a new trust relationship
between Sugar and ADFS to allow communication between the two services.
Simply click the "Export Metadata File" button to download the necessary file.
Please note that you will only be able to export a file if the required fields have
been completed and saved. Once you have the metadata file, follow the steps in the
Configuring SSO With Active Directory's ADFS article to configure a new ADFS

trust relationship.

SAML Fields

The available fields to configure on the SAML Authentication page are as follows:

Field

Description

Enable SAML Authentication

Uncheck this box if you would like to
disable SAML Authentication in your
instance.

Login URL

Enter the SAML URL for authentication.
Note: This is the path to the SAML
server to which you are authenticating.

SLO URL

Enter the single logout endpoint to
which Sugar will send logout requests.
When Sugar sends a logout request to
the identity provider (e.g. Okta), it will
extend that request and terminate
active sessions for all other service
providers that are sharing the session
established via SAML.

Note: Single logout requests can be
initiated from either the identity
provider or Sugar.

Entity ID

Enter a valid URI for the IdP (identity
provider) entity.

Note: Sugar will only accept SAML
assertions from this ID.

SugarCRM Entity ID

Enter a valid URI for the service
provider entity.

X509 Certificate

Enter the SAML X509 certificate public
key.

86 /694




Auto-create user

Check this box to automatically create a
new username in the Sugar database if
it does not already exist. When enabled,
a new Sugar user is created for every
SAML user logging into the application.
Note: This will occupy an active Sugar
license for each created user.

Load login screen in same window to
avoid pop-up blocking

Enable this option to load the SAML
login screen in the current window to
prevent pop-up blockers from
preventing single sign-on.

Request Signing Private Key

Upload the PEM file containing the
private key to be used to sign the AuthN
and Logout requests.

Note: The private key must be uploaded
in order to sign the logout request,
logout response, and/or AuthN request.

Request Signing Certificate

Upload the CRT file containing the
X.509 certificate to be used to sign the
AuthN and Logout requests.

Note: The certificate should match the
uploaded private key.

Request Signing method

Select the digital signing method for the
logout request, logout response, and/or
AuthN request. The recommended
options are either "RSA-SHA256" or
"RSA-SHAb512".

Sign AuthN Request

Check the box to sign the AuthN request
using the private key and certificate.
Note: The "Request Signing Private
Key", "Request Signing Certificate", and
"Request Signing method" fields must
be completed in order to sign the AuthN
request.

Sign Logout Request

Check this box to sign the logout
request using the private key and
certificate.

Note: The "Request Signing Private
Key", "Request Signing Certificate", and
"Request Signing method" fields must
be completed in order to sign the logout
request.

Sign Logout Response

Check this box to sign the logout
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response using the private key and
certificate.

Note: The "Request Signing Private
Key", "Request Signing Certificate", and
"Request Signing method" fields must
be completed in order to sign the logout
response.

If you are using OneLogin, please ensure that only the email address user field is
mapped to Sugar's email address field in OnelLogin's parameters configuration.
Mapping to other fields such as user name is not supported and may prevent
authentication.

Note: You must disable the Forgot Password option if you are using SAML
authentication.

Setting User Passwords

Administrators have the option to manually set or reset user's passwords as need
be. Setting a regular user's password is done simply through the Users module via
Admin > User Management. This method will vary depending on the System-
Generated Passwords option. For more information on changing a user's password
from the Users module, please review the Resetting User Passwords section of the
Users documentation.

Note: For instances that use Sugarldentity, administrators will not be able to
manually change or reset a user's password via the user's profile. Users can
instead click the "Forgot Password?" link on the Sugar login screen to reset their
passwords.

Last Modified: 2021-01-26 19:45:32

User Management

Overview

The User Management module provides administrators access to create, edit,
activate, and deactivate the profiles of all the users in their Sugar instance. This
module and underlying settings control each individual's login credentials as well
as some personalized settings. During the installation process, Sugar creates one
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system administrator by default. The system administrator can log in and create
additional users, in a variety of capacities, to be able to access Sugar and utilize all
of the other CRM functionality. In combination with the role and team security,
administrators can fully establish a profile for each user in Sugar.

Note: For instances that use Sugarldentity, the administrator will need to access
Sugarldentity via the Cloud Settings console to create and manage user records.

User Types and Licenses

There are four types of users in Sugar: Regular User, System Administrator, Group
User, and Portal API User. Each user type has different functions in Sugar which
will vary for each instance. Depending on an organization's use of Sugar, not all of
these user types will be necessary.

If an instance has more active users than is allowed by the Sugar license, regular
users will not be able to log in. Admin users will be able to log in but will be
redirected to the Users module. Once they have deactivated enough users or
purchased additional seats, regular users will be able to log in again. For more
information, see the Understanding User Types, License Types, and Sugar
Licenses article.

Note: Users with an inactive status do not count toward the number of Sugar
licenses purchased for the organization. Group Users and Portal API Users never
count against the number of Sugar licenses regardless of status.

Regular User

A regular user is the most common of the user types. A majority of employees of an
organization will be regular users. This user can access most Sugar modules and
perform most every day-to-day function. Regular users are subject to be restricted
in their abilities and what records they can access by an administrator using the
Teams and Roles functionalities in Sugar.

Regular Users will appear in the Employees module. To create a Regular User,
please review the Regular and Admin Users section of this documentation.
System Administrator

System Administrator users, or "admins," have all of the abilities and functionality
of a regular user, but also have administrative privileges as well. Admins can
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perform functions such as creating and editing users, editing system-wide settings,
and have access to diagnostic and troubleshooting tools. In addition, admins can
access all modules and records, and are not subject to team or role restrictions. All
instances of Sugar require at least one administrator, but it is also recommended
to have more than one in case the original admin is unavailable or is no longer with
the company.

System Administrators will appear in the Employees module. To create a System
Administrator, please review the Regular and Admin Users section of this
documentation.

Note: All administrators where the user status is active count as a licensed user.

Group User

A Group User is a bucket that is used for assigning records to a non-specific user
(e.g. Sales, Support) in the organization. Unlike a Regular or System Administrator
user, a Group user does not have access to log in to Sugar. Due to this, they do not
have the same profile settings available, including the option to set a password.
Since Group users cannot log in to Sugar, they do not count against an
organization's license count.

Examples of uses for a Group user would be to assign all new leads to a group user
named "Sales" or assign all new support cases to "Support" before they are
delegated to specific users (e.g., John Smith) in the organization.

Please note that Group users will not appear in the Employees module. For more
information on how to create a Group user, please review the Group Users section
of this documentation.

Portal API User

A Portal API User is similar to a Group User except that it is created specifically to
communicate with the Sugar server using the Sugar Portal SOAP API functionality.
It is intended only for use with Sugar Portal and is enabled when the Sugar Portal
is enabled via Admin > Sugar Portal. It must remain enabled in order for portal
users to authenticate. Using legacy Sugar Portal (an external application) also
requires the enablement of this user. This user can only be used to authenticate
contact credentials against SOAP V1 portal API methods in Enterprise and
Ultimate editions. To create a Portal API user, please review the Portal API Users
section of this documentation.

Portal API Users will not appear in the Employees module and are not counted in
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the user license agreement. More information about the Sugar Portal can be found
in the Sugar Portal documentation. Sugar's API documentation can be found in the
Web Services section of the Developer guide.

Note: The Portal API user is not intended to be a free API user for external
integrations and has very limited functionality through the SOAP API.

User Fields

The Users module contains a number of stock fields, which are included out-of-the-
box with Sugar. The below definitions are suggested meanings for the fields, but
many of the fields can be leveraged differently to best meet your organization's
needs. System Administrators have the ability to alter, remove, or add fields in the
User Profile tab via Admin > Studio, minus a few noted exceptions. For more
information on adding or modifying fields, please refer to the Studio
documentation.

For instances that use Sugarldentity, the following user fields are read-only and
can only be edited in Sugarldentity via the Cloud Settings console:

e Username

e Status

e User Type

e First Name

e Last Name

e Title

e Department

e Work Phone

e Address Street

e Address City

e Address State

e Address Postal Code

e Address Country

e Primary Email Address

The User Profile tab contains the contact information for the user and other
important user-specific settings. The User fields are as follows:

Field Description

Address City The city of the user's address
Address Country The country of the user's address
Address Postal Code The postal code of the user's address
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Address State

The state of the user's address

Address Street

The street name and number of the
user's address

Avatar Upload an image to this field to
represent the user that will be shown on
the Activity Stream and next to the
user's name on the navigation bar

Department The department where this user works

Description A description or other information about

this user

Display Employee Record

Check this box if the user should have
an employee record show in the

Employees module

Email Address

The user's email addresses, where a
primary address is selected to receive
email notifications and if this should be
a reply to address when using Sugar's
outbound email (SMTP) functionality

Note: This field is not editable in Studio

Email Client

When clicking on an email address in
Sugar, this will determine if Sugar's
email composer will open or if the user's
primary email program on this computer
(e.g. Microsoft Outlook, Apple Malil, etc.)
will open

Note: This field is not editable in Studio

Employee Status

The user's employment status in the
organization (Active, Terminated, or
Leave of Absence)

Note: The Employee Status and Status
fields are managed separately, so
consider choosing a new employee
status when the Status field changes.

Fax

The user's fax number

First Name

The user's first name

Home Phone

The user's home phone number

IM Name

The user's instant message screen name

IM Type

The user's instant message service type
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Last Name The user's last name

Mobile The user's mobile phone number

Other Phone An additional phone number for the user
Reports to The user's manager. The user that this

user reports to will become an implicit
member of this user's Teams, and this
user will also affect their manager's

forecasting

Note: This field is not editable in Studio

SMTP Password

If an outgoing email server is defined in

Admin > System Email Settings, the
user's SMTP password can be input here

to send mail through Sugar

Note: This field is not editable in Studio

SMTP Username

If an outgoing email server is defined in
Admin > System Email Settings, the
user's SMTP user name can be input
here to send mail through Sugar

Note: This field is not editable in Studio

Status

Making a user inactive will make it so
this user cannot log in to Sugar. This
will also remove the user from taking a
license seat, without having to delete
the user. When making a user inactive,
the admin is prompted to use the

Reassign Records function.

Note: The Employee Status and Status
fields are managed separately, so
consider choosing a new employee
status when the Status field changes.

Title

The user's job title

User Name

The user name will be what the user
logs in to Sugar with on the login page.
It will also show for other users when
they view fields such as "Assigned to"
and "Created By". This is the name that
will define the specific user in Sugar
and should be unique for every user.
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Note: Spaces may not be included in
user names.

User Type

This is where the admin can decide to
grant a regular user System
Administrator access to Sugar

Note: This field is not editable in Studio

Work Phone

The user's work phone number

The Advanced tab in the user's profile includes settings to configure how Sugar
will function for that specific user. The fields in the Advanced tab cannot be edited

in Studio.

Field

Description

1000s Separator

Select a character to use as a 1000's
separator, with an example showing in
the "Example" box

Create Revenue Line Items in Preferred
Currency

Mark the checkbox to use your
preferred currency when creating
revenue line items based on a product
catalog item, rather than the default
behavior of using the product catalog
item's currency

Data Font Size

The default font size of the PDF body
when generated by this user

Date Format

How date fields will appear for the user,
with the ability to control month, day,
and year formatting

Decimal Symbol

Select a character to use as a decimal
symbol, with an example showing in the
"Example" box

Default Teams

A default team defines the team set
when this user creates a record.
Whenever this user creates a record, the
team is set as the user's default team,
similar to how the "Assigned To" field is
set to be the created user.

Note: Users can be assigned any
number of default teams

Export Delimiter

Character or characters used to delimit
exported data by this user
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First Day of Week

Which day of the week will show as the
first day when the user views the Sugar
calendar

Font for Footer

Select a font for the footer in PDF
documents when generated by this user

Font for Header and Body

Select a font for the header and body of
PDF documents when generated by this
user

iCal integration URL

URL in which someone can subscribe to
the user's Sugar calendar within iCal or
other programs that support iCal
integrations

Import/Export Character Set

The default character set used for
imports, exports, and vCard generation
for this user

Main Font Size

The default font size in the PDF header
when generated by this user

Name Display Format

How concatenated name fields will
appear for the user, with the ability to
control first name, last name, and
salutation formatting

Notify on Assignment

When this box is checked, the user will
receive an email notification when a
record is assigned to them by another
user

Note: A system outbound mail account
must be enabled in Admin > System
Email Settings

Preferred Currency

Select the user's default currency to be
used when creating new records.
Additional currencies can be defined in
Admin > Currencies.

Publish at my Location

Used to share free/busy information
between Sugar and Microsoft Outlook
calendars

Publish Key

Alphanumeric code entered by the user
to uniquely identify his or her calendar
and populate the iCal integration URL,

Publish at my location site, and Search

Location

Reminders

This field sets the default reminder
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settings for calls and meetings created
by this user so that when the user
creates a call or meeting, the reminder
settings will be pre-populated to the
configuration defined in this field.

Popup: Users that are invited to a call
or meeting created by this user to
receive a browser popup notification for
the call or meeting at a given time
interval before the activity.

Email all invitees: Invitees invited to a
call or meeting created by this user to
receive an email notification for the call
or meeting at a given time interval
before the activity.

Search Location

Used to share free/busy information
between Sugar and Microsoft Outlook
calendars

Select Modules for Navigation Bar

The order of the module navigation bar
is defined by the order in the Display
Modules column and modules listed in
the Hide Modules column will not
appear in the bar

Show Full Names

When this box is checked, the user will
see users' full names ("John Smith")
instead of user names ("jsmith") when
using Sugar

Show Preferred Currency

Mark the checkbox to convert the base
currency to user-preferred currency in
list views and record views

Note: User-preferred currency is not
used in the Quotes record view or for
quoted line items. For more information,
refer to the Quotes and Quoted Line
Items documentation in the Application
Guide.

System Significant Digits

Define how many digits will appear after
the decimal point when the user views a
currency field, with an example showing
in the "Example" box

Time Format

How time fields will appear for the user,
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with the ability to control hour, minute,
and 12 versus 24-hour clock formatting

Time Zone Select the local time zone for this user

based on geographical location

Note: This Time Zone setting only
applies to modules using the Legacy
user interface. Modules using the
Sidecar user interface will utilize the
browser's time zone.

User Wizard Prompt Mark the checkbox to have users go

through the New User Wizard upon
their first login

Understanding the Reports To Field

The Reports To field on the User record is used by various parts of Sugar to

determine who a user's manager (i.e. supervisor) is. Some examples of how Sugar

uses this relationship are described below:

Workflow Management : Alerts and actions in Sugar's Workflows module
allow you to send an alert to or assign a record to a user's manager. For
example, you may wish to notify a user's manager when that user creates a
new high-priority case. Refer to the Workflow Management documentation
for more information.

Advanced Workflow : Users' managers can be used in activity
assignments, email recipients, and evaluations when designing a process
definition. For example, you may wish to assign an approval activity to the
manager of the owner of a quote before the quote is ready to be sent to the
customer. Refer to the Process Definitions documentation for more
information.

Forecasts : Managers aggregate the forecast amounts of their reportees
with their own forecast amounts to predict their total team's sales and
work towards the team's quota. Refer to the Forecasts documentation for
more details on how sales managers use forecasts.

Teams : Managers are an implicit member of all of their reportees' teams,
which gives them access to all of their reportees' records. Refer to the
Team Management documentation for more details on implicit and explicit
team membership.

Organization Chart Dashlet : This dashlet visually outlines the hierarchy
of Sugar users under the current user according to the Reports To field.
The dashlet includes reportees that are one or more levels below them.
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Note: Only administrators can edit the Reports To field.

Users Module Tab

Administrators can access the Users module tab via Admin > User Management.
Click the triangle in the Users module tab to open the Actions menu and Recently
Viewed menu. You can also click the Users tab to access the Users list view. The
Actions menu allows you to perform important actions within the module. The
Recently Viewed menu displays the list of users you last viewed in the module. For
more information on records last viewed, please refer to the Viewing Via Recently
Viewed section of this page.

Create Group User

Create Portal APl User

Import Users

+

+

+

+ Reassign Records
®

® Sarah Smith

O]

Will Westin

The options in the Actions menu allow you to perform the following types of action:

Option Description
Create New User Opens the edit view layout to create a
new user

Note: For instances that use
Sugarldentity, the Cloud Settings
Console opens in a new browser tab to
create a new user.

Create Group User Opens the edit view layout to create a
new Group User

Create Portal API User Opens the edit view layout to create a
new Portal API User

Reassign Records Opens the Reassign Records tool

Import Users Opens the import wizard to create or
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update users using external data

Note: The import option is not available
for Sugar instances that are
Sugarldentity-enabled. Administrators
can access Sugarldentity via the Cloud
Settings console to import a list of new
users using a .csv file.

Creating Users

There are various methods for creating new users in Sugar. These are via the
users module, duplication, or import. Creating users is an imperative function in
Sugar as it allows for other members of your organization to log in to Sugar and
access all of your customer data.

Note: For instances that use Sugarldentity, an administrator will need to access
Sugarldentity via the Cloud Settings console in order to create new users.

Creating Via Module Tab

The most common method for creating users in Sugar is via the Users module. The
edit view layout opens when creating the user directly from the Users menu and
includes all of the relevant fields to create a new user. The fields and options on
the Create page will vary depending on the type of user you are creating.

Regular and Admin Users

Regular and Admin users are the most common users that will be created in a
Sugar instance and contain the most detail and fields compared to the other user
types. For more information about the use of Regular and Admin users, please
review the Regular User and System Administrator sections of this documentation.

Note: For instances that use Sugarldentity, administrators will need to create
Sugarldentity user records via the Cloud Settings console. In addition,
administrators will not be able to manually change or reset the user's password via
the user's profile. Users can instead click the Forgot Password link on the Sugar
login screen to reset their passwords.

Use the following steps to create a new user:

99 /694



1. Navigate to Admin > User Management.
2. Click the triangle in the Users module tab to open the Actions menu and
select "Create New User".

" v Accounts w  Contacts ¥  Opportunities UsersE : Q

Search Users

4+ Create New User

4+ Create Group User

3. Enter appropriate values for the fields in the edit view layout. All required
fields are marked with a red asterisk and must be completed prior to

saving.

o Enter the following information under the User Profile tab:

= In "User Profile" enter a user name for this user which will

define the specific user in Sugar and should be unique for
every user. Sugar will default the user to being Active and a
Regular User, which can be updated if the user is going to
be an administrator.

In "Employee Information", contact information and other
specific information about the user can be added. This will
include phone numbers, contact address, the user's
department and job title, and any description information.
In "Email Settings" the user's email address or addresses
can be added. The email addresses can also be marked as
"Primary", meaning that this will be the first email address
that shows for the user, and "Reply-to", where automatic
notifications from Sugar will be sent. In this section, the
user's outbound email client will be selected to default to
Sugar or an external program, such as Microsoft Outlook. If
a mail server is configured in Admin > System Email
Settings, additional options will display here for SMTP
Username and SMTP Password.

Email Settings

Email Address: * Primary Reply-o
testiexample.com O]
exampleftest.com (=)

Email Client: [ Sugar Email Client | 3

o The Advanced tab includes preference-type settings (User Settings,
Layout Options, Locale Settings, PDF Settings, Calendar Options)
for the user. These are all specific to the user's account and will not
affect system-wide settings or other users. Options such as
assignment notifications, date and time formats, time zone,
preferred currency, etc. are available to configure under this tab.
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4. If the system-generated password feature is not enabled in Password
Management, a Password tab will appear to the right of the User Profile
tab. The administrator can manually enter a password for the user under
this tab and provide it to the user. Please note that the password
requirements listed on the right will be checked off as the new password
meets the required conditions.

User Profile Advanced External Accounts

Password
X Must contain one upper case letter (A-Z)
New X Must contain one lower case letter (a-z)
Password
) X Must contain one number (0-9)
Confirm .
Passwand X Minimum Length =6

Note: If the system-generated password feature is enabled, this tab will not
be available. Instead, a system-generated password will be sent to the user
upon completion of the creation process.

5. After entering the necessary information click the Save button.

Create

Cancel Reset User Preferences

User Profile Password Advanced

# User Profile

User Name: ismith

Status: *

Active | 3

Upon saving, an email will be sent to the user with the user's system-
generated password (if applicable) and a corresponding Employee record
will be created for the user. Once the user is created, the administrator can
assign Teams and Roles to the user via the Access tab.

Group Users

A Group user cannot log in to Sugar, but new and existing records can be assigned
to the Group user. The Create page for the Group user consists of the User Name,
Status, Name, User Type, and Email Address fields. For more information on how
to use Group users in Sugar, please review the Group User section of this
documentation.

Use the following steps to create a Group user:

1. Click the triangle in the Users module tab to open the Actions menu and
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select "Create Group User".
UsersE :

4+ Create New User

4+ Create Group User

N

. Enter a name and user name (e.g. Support) for this user.

3. In the Email Settings section, enter an email address or addresses for the
Group user. The group user's primary email address will be marked as
"Primary" and you can also mark "Reply-to" if any automatic notifications
from Sugar will be sent to this address.

o Note: If your organization has a group inbox or alias for a team
represented by the group inbox, the email address can be added
here for all notifications to be sent to the entire team.

4. Click "Save" to create the user.

Create

Cancel Reset User Preferences * Indicates required 1

User Profile

# User Profile

User Name: * Name: *

Support Support
Status: * Active 2 User Type: Group User 4
Use for assigning items te a group (example:
for Inbound Email). This type cannot login
through the Sugar web interface.
Email Settings
Email Address:

Primary Reply-to

support@example.com —

Portal API Users

A Portal API user cannot log into Sugar via the web interface, but the name and
user name will appear for other users as they view records assigned to the group
user, or assign records to this user. The Portal API user creation screen only
contains five fields. For more information on the use of the Portal API user, please
review the Portal API User section of this documentation.

Use the following steps to create a Portal API user:

1. Click the triangle in the Users module tab to open the Actions menu and
select "Create Portal API User".
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Users E H

4+ Create New User

=+ Create Group User

4+ Create Portal APl User

N

. Enter a name and user name for the user.

3. In the Email Settings section, enter an email address or addresses for the
API user. The group user's primary email address will be marked as
"Primary" and you can also mark "Reply-to" if any automatic notifications
from Sugar will be sent to this address.

4. On the Password tab, enter and confirm a password for the user following
the password requirements set in Admin > Password Management. This
password will be used to log in to the API for this user.

5. Click "Save" to create the user.

Create

Cancel Reset User Preferences * Indicates required fi
User Profile Password

# User Profile

User Name: * API Name: * APl User
Status: * Active % User Type: Portal APl User %
Use for the Portal API. This type cannot
legin through the Sugar web interface.
Email Settings
Email Address: D e

api@example.com

Creating Via Duplication

Often, administrators will find themselves in situations where multiple users must
be created at once, whether it be when they are first setting up Sugar, a new
group of employees is going to be using Sugar, etc. For situations such as these,
one user can be configured and additional users can be quickly set up using the
Copy option available on the record's detail view. When duplicating a user, all
fields are populated from the original record to the duplicated one, except for the
User Name field and password fields.

Note: The Copy option is not available for instances that use Sugarldentity.
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Use the following steps to create a user by duplicating an existing user:

1. Navigate to the detail view of the user you would like to duplicate.
2. Click the Actions menu and select "Copy".

Edit E
C
sed Access

Delete
Reser Password
Reset User Preferences

3. The displayed edit view is pre-populated with the original user's values,
except for the user name and password.

4. Populate the "User Name" for the new user and edit any other fields or
preferences to be specific to the new user. Fill in any information for the
new user that did not exist on the original user.

5. If the system-generated password feature is not enabled in Password
Management, a Password tab will appear to the right of the User Profile
tab where administrators can manually create a password for the user.
Please note that the password requirements listed on the right will be
checked off as the new password meets the required conditions.

Note: For instances that use Sugarldentity, administrators will not be able
to manually change or reset the user's password via the user's profile.
Users can instead click the "Forgot Password?" link on the Sugar login
screen to reset their passwords.

User Profile Advanced External Accounts

Password

X Must contain one upper case letter (A-Z)
New X Must contain one lower case letter (a-z)
Password
] X Must contain one number (0-9)
Confirm -
Passwomd X Minimum Length =6

Note: If the system-generated password feature is enabled, this tab will not
be available. Instead, a system-generated password will be sent to the user
upon completion of the creation process.

6. Click "Save".

The new user is now created and available for use. This process is applicable for all
user types.
Creating Via Import

The import function in Sugar allows you to push multiple user records into Sugar
using a comma (or other character) delimited file instead of creating them one-by-
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one. Use the following steps to import users via the Import Users option. For more
information on importing records to Sugar, please refer to the Import
documentation.

Note: The Import Users option is not available for instances that use
Sugarldentity. Administrators can access the Cloud Settings console to import a
list of new users using a .csv file.

1. Click the triangle in the Users module tab to open the Actions menu and
select "Import Users".

Users E H

4 Create New User

4 Create Group User

4+ Create Portal API User

& Reassign Records

® Import Users

N

. In Step 1, select the source of the data you are importing. Click "Next".

In Step 2, select the import file and choose "Create new records only".
Click "Next".

In Step 3, confirm the import file properties. Click "Next".

In Step 4, confirm the field mappings for the import. Click "Next".

In Step 5, configure any fields you would like to use for duplicate checking.
In Step 6, view the import results.

o The Created Records tab will show all of the new user records.

o The Duplicates tab will show any records in the file that were
detected as a duplicate and thus not imported from the duplicate
check in Step 5 of the Import Wizard.

o The Errors tab will show records that were not imported due to
errors detected during import.

©w

Nooe

Viewing Users

There are various options available for viewing user records in Sugar including via
Users recently viewed, Users list view, Users detail view, dashlets, and reports.

Note: If your instance uses Sugarldentity, then you can also view the user's basic
and employment-related information in Sugarldentity via the Cloud Settings
console.
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Viewing via Recently Viewed

As you work, Sugar will keep track of which users you have recently viewed. Click
the Actions menu in the Users module tab to see a list of your most recently
viewed users, and click each name to open the user in detail view.

Users[+] §
Create New User
Create Group User
Create Portal APl User

i

Import Users

Sarah Smith

Will Westin

+
+
+
& Reassign Records
®
©
©

Viewing via List View

The Users list view displays all user records meeting the current search criteria.
To access the list view, navigate to Admin > User Management. While the list view
shows key user fields, you can click the user's name to open the record in detail
view. For more information on viewing users via list view, please refer to the Users
List View section of this documentation.

Viewing via Detail View

The Users detail view displays thorough user information including all user fields
followed by subpanels of the user's related records belonging to various modules.
The detail view also provides the Access tab, which allows Teams and Roles to be
related to the user. Any admin user can click a user record's link from anywhere in
the application, including from the Users list view to access the user's detail view.
For more information on viewing the user's detail view, please refer to the Users
Detail View section of this documentation.

Viewing via Dashlets

The Home page displays a collection of Sugar Dashlets which allow users to get a
quick view of various records, activities, reports, etc. Clicking a user's name from
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any dashlet will open the user in detail view and administrators can make changes
to the user's profile as necessary. For more information on using dashlets, please
refer to the Dashboards and Dashlets documentation.

" v Accounts »  Contacts ¥  Opportunities v

My Dashboard
Pipeline A B
2017 Q4 - u Iy
@ Perception Analysis @ Value Proposition
@ Needs Analysis

Needs Analysis
$866 (1)

Viewing via Reports

Leads v Calendar v Reports v Quotes v

Contacts

Name

Karly Loughman
Simone Lawerence
Jessi Han

Roderick Swarthout

% Account Name s

Smallville Resources Inc

AB Drivers Limited

Powder Suppliers

Slender Broadband Inc

Office Phone

(312) 353-8030

(120) 579-3907

(552) 170-1757

(157) 752-1793

“»

Q

*

Title s
Senior Product Manager
VP Operations

President

VP Operations

gv

+

A

o

User

Sarah Smith
Sally Bronsen
Sally Bronsen

Sally Bronsen

Administrators have the option to build, run, and manage reports to gather key
data from records within Sugar. When building a report, you may either create a
report based on the Users module or add links to the Users module in a report
based on a module related to Users. Once the report is run, you can view the user
record's detail view simply by clicking the user's name in the report results. Please
note that you can only access user detail views via the Rows and Columns and
Summation with Details-type reports as Summation and Matrix-type reports do not
include hyperlinks in their display columns. For more information on using reports,
please refer to the Reports documentation.

Name: Users Report
Modules: Users

Display Columns: User Name, Is Administrator, Status

Schedule: Mone
Filters: Mone

User Name 3 s Administrator

admin
chris

jim

Searching Users

Type: Rows and Columns Report

Teams: Global

Assigned to: Administrator

(1-90f9)

Status
Active
Active

Active

The Users module's list view includes Basic and Advanced Search functionality to
help you locate users easily and effectively. Once the search is performed, the
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relevant search results will be displayed in the Users list view below. Please note
that Sugar automatically appends the wildcard character (%) to the end of your
search phrase. This allows the system to pull up all records that include the
keyword entered in the search. If you would like to broaden the search, you can
use the "Wildcard" (%) at the beginning of your text as well (e.g. %manager). This
will pull up any record that has the word "manager" in the name, regardless of how
it starts or ends (e.g. "Department Manager", "Product Manager" or "Project
Manager").

For more information on using the various search methods as well as how
wildcards are used, please refer to the Search documentation.

Basic Search

Basic search offers only Full Name as a searchable field. From the Basic search
panel, you can click "Advanced Search" to access additional search functionality.

Search Users

Full Name Search Clear lAdvanced Searchl

The buttons available in the Basic Search panel are also available in Advanced
Search.

e Search : Click the Search button or press your Return/Enter key to
perform the search.

¢ Clear : Click the Clear button to clear all criteria from the searchable
fields.

When you run a search, Sugar will return records matching the criteria you typed
in the Full Name search box. Once the search is complete, the relevant results will
populate in the list view below the search panel. To see all user records, simply
click "Clear" and then "Search" to perform a blank search with no filters.

Administrators can also configure what fields appear on the Users Basic Search via
Admin > Studio. For more information on editing the Basic Search layout, please
refer to the Studio documentation.

Advanced Search

Advanced Search offers a more in-depth search experience than Basic Search
including additional fields, layout options, and saved search capability. From the
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Advanced search panel, you can click "Basic Search" for simplified searching.

The buttons, checkboxes, and dropdowns available in Advanced Search have the
following functions:

e Search : Click the Search button or press your Return/Enter key to
perform the search.

e Clear : Click the Clear button to clear all criteria from the searchable
fields.

e Layout Options : Use the expandable Layout Options section to configure
your list view. For more information, please refer to the Layout Options
section of the Search documentation.

 Saved Searches : Save, recall, update, and delete searches which you use
often. For more information, please refer to the Saved Search section of the
Saved Search documentation.

When you run a search, Sugar will return records matching all (as opposed to any)
of the fields and checkboxes for which you have given a value. For example, if you
select "Is Administrator" as "Yes" and enter in a "First Name" to search, Sugar will
only return the user records with a matching first name that are admins. Once the
search completes, the relevant results will populate in the list view below the
search panel. To see all user records, simply click "Clear" and then "Search" to
perform a blank search with no filters.

Administrators can configure what fields appear on the Users Advanced Search via
Admin > Studio. For more information on editing the Advanced Search layout,
please refer to the Studio documentation.

Users List View

The Users list view displays all user records meeting the current search criteria.
You can view the basic details of each user within the columns of fields.

You have the option to change what fields are displayed in list view by configuring
your layout options available in Users Advanced Search. For more information on
configuring your list view, please refer to the Layout Options section of the Search
documentation. You can also change what fields are visible in the list view via
Studio. For more information on editing list view layouts, please refer to the Studio
documentation.

Checkbox Selection

You can perform actions on user records directly from the list view by first
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selecting the desired records. To select individual user records on the Users list
view, mark the checkbox on the left of each row. To select or de-select multiple
user records on the list view, use the options in the checkbox dropdown menu.

e Select This Page : Selects all records shown on the current page of user
results.

e Select All : Selects all records in the current search results including all
pages of user results.

e Deselect All : De-selects all records that are currently selected.

L] Mass Update | = | Selected: 2

Select This Page (20)

- User Name
Select All (126)
Deselect All
admin
& |'¥ Jim Brennan jim
=l I Sally sally
Bronsen ’

Actions Menu

The Actions menu to the right of the checkbox dropdown allows you to perform
various actions on the currently selected records.

1 || Mass Update | Selected: 1
Export
= User Name
# ¢ Administrator admin

The options in the Actions menu allow you to perform the following operations:

Menu Item Description
Mass Update Mass update one or more users at a
time

Note: For instances that use
Sugarldentity, the administrator will
need to access Sugarldentity via the
Cloud Settings console to mass update
the Status and User Type fields.
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|Export Export one or more users to a CSV file

Pagination

List view displays the current search results broken into pages that you can scroll
through rather than potentially displaying thousands of rows at once. To the right
just below the search panel you can see which records of the total results set are
currently being displayed. The two single-arrow next and previous buttons can be
used to scroll through the records page-by-page. The two double-arrow first and
last page buttons allow you to skip to the beginning or the end of your current
results.

By default, Sugar displays 20 records per list view page, but administrators can
change the number of records displayed via Admin > System Settings. For more
information on changing the number of displayed records, please refer to the
System documentation.

Full Name Search Clear | Advanced Search

] v || Mass Update | v | Selected: 1 (1- 20 of 126)

Column Sorting

List view provides the ability to sort all of the current search results by a field
column in either ascending or descending order. To sort by a field or switch the
sort direction, click the column header noting that the fields which allow sorting
will have a pair of arrows in the column header. The list view may be sorted by
only one column at a time. You can also set a default order-by column using the
layout options in Advanced Search to specify which field to automatically sort
results by in the list view. For more information on setting a default column sort,
please refer to the Layout Options section of the Search documentation.

[ Name User Name = Title ]

Administrator admin Administrator

Users Detail View

The Users detail view displays thorough user information including all user fields
which are grouped by default into the User Profile, Advanced, and Access panels.
You can also view information from records related to the Users module as
subpanels below the detail view. For more detailed information about adding
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relationships, please refer to the Studio documentation. The detail view can be
reached by clicking a user record's link from anywhere in the application including
from the Users list view.

Note: If your instance uses Sugarldentity, then you can also view the user's basic
and employment-related information in Sugarldentity via the Cloud Settings
console.

Administrators have the ability to change what fields are visible in the detail view
by configuring the field groupings via Admin > Studio. For more information on
editing detail view layouts, please refer to the Studio documentation.

Actions Menu

The Actions menu on the top left of each user's detail view allows you to perform
various actions on the current record. Please note that administrators in Sugar can
change the action items to be displayed as separate buttons instead of a dropdown
menu via Admin > System Settings. For more information on how to configure the
actions menu, please refer to the System documentation.

Note: The Copy, Delete, and Reset Password options are not available for
instances that use Sugarldentity.

Edit § =

Co
Ry sed Access

Delete

Resat Password

Reset User Preferences

Jim Brennan

The options in the Actions menu allow you to perform the following operations:

Menu Item Description

Edit Edit this user

Note: For instances that use
Sugarldentity, certain user fields (e.g.
First Name, Last Name, Title, Work
Phone) can only be edited in
Sugarldentity via the Cloud Settings
console.

Copy Duplicate this user
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Note: The Copy option is not available
for instances that are Sugarldentity-
enabled.

Delete Delete this user

Note: The Delete option is not available
for instances that are Sugarldentity-
enabled. Administrators can access
Sugarldentity via the Cloud Settings
console to delete a user from Sugar.

Reset Password Remove the user's current password
and email a new one

Note: The Reset Password option is not
available for instances that are
Sugarldentity-enabled. Users can
instead click the "Forgot Password?"
link on the Sugar login screen to reset
their passwords.

Reset User Preferences Revert all user preferences back to
system-wide settings

Tabs

The detail view for a user is broken up into multiple tabs to better organize the
different fields available in the Users module. Some of the available tabs in the
user's profile are "User Profile"”, "Advanced", and "Access". A Downloads tab is also
available when viewing your own profile. For more information on viewing your
personal user profile, please review the User Preferences documentation.

User Profile

The User Profile tab displays information specific to the user such as the user's
name, user type, employment status, contact information, etc. Administrators have
the ability to configure the User Profile layout via Admin > Studio. For more
information on editing the user's profile in the Users module, please refer to the
Editing Via Detail View section of this documentation.

Note: For instances that use Sugarldentity, certain fields (e.g. First Name, Last
Name, Title, Work Phone) in the user's profile are read-only and can only be edited
in Sugarldentity via the Cloud Settings console.
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Advanced

The Advanced tab shows information specific to the user's preferences in Sugar.
Information such as the user settings, locale settings, PDF settings, etc. can be
easily viewed under this tab. Please note that the layout of this tab cannot be
edited in Studio. However, you can edit the information under the tab by clicking
the Edit button on the user's detail view. For more information on editing the
user's profile, please refer to the Editing Via Detail View section of this
documentation.

Access

The Access tab summarizes the user's Team and Role settings so that it can easily
be viewed in one place. The Access table, Roles subpanel, and My Teams subpanel
will appear under the tab.

e Access Table : The Access table summarizes the set of permissions
assigned to the user and allows you to view the type of access they have
along with the actions (e.g. View, Edit, Delete, etc.) they can perform in
Sugar. This table is very similar to what appears in Admin > Role
Management, but this table is not editable in the Users module.

Note: Users with more than one role assigned will have the more
restrictive role setting prevail on the access table. For example, if one role
allows the user to delete records in the Contacts module, but the other role
does not allow record deletion, the user will not be able to delete records in
the Contacts module.

The table will list the modules in rows on the far left with column headers
representing the type of action (e.g. Delete, Edit, Export, etc.) users can
perform in each module. For more information on role settings, please refer
to the Roles documentation.

Accounts Enabled Normal None Owner None None All None All

* Roles Subpanel : The Roles subpanel will list all of the roles assigned to
the user along with the description of each role. Roles work in conjunction
with teams to form a robust security model for non-admin users in Sugar.
Roles control three different layers of access for users within Sugar:
module, field, and action-level access. System administrators can easily
assign roles to the user as well as remove roles via the Roles subpanel.

e Teams Subpanel : The Teams subpanel will list all of the teams assigned
to the user along with the description of each team. The defined
permissions determine what records a user is and is not able to access.
Teams are used in conjunction with roles to form a robust security model
for non-admin users in Sugar. System administrators can easily assign
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teams to the user as well as remove teams via the My Teams subpanel. For
more information on team settings, please refer to the Teams
documentation.

Subpanels

Subpanels can be added to the Users module by creating relationships via Admin >
Studio. All available subpanels will appear at the bottom of the user's detail view.
For more information on adding relationships, please refer to the Relationships
section of the Studio documentation.

The User Holidays subpanel is the only subpanel available for the Users module
out of the box. This subpanel allows administrators to select specific days that the
user will not be working. This is used when calculating project timelines in the
Projects module. Holidays can be added using the Create button and inputting a
date and description of the holiday.

# User Holidays

Create

Holiday Date: = Description:

01/01/2014 MNew Years Day

Editing Users

The user's profile can be easily edited by the user or the administrator by clicking
the Edit button on the user's detail view. In addition, changes to the user's profile
can be made via the Users list view as well by clicking the Pencil icon to the left of
the user's name. Editing the user's profile from the detail view and list view, opens
the full edit view layout which includes all of the relevant fields that can be
updated as necessary.

Note: If your instance uses Sugarldentity, then you will need to access
Sugarldentity via the Cloud Settings console to update certain user fields.
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Will Westin » Edit

m Cancel Reset User Preferences
User Profile Password Advanced External Accounts

# User Profile

. W 1 -

User Name: will First Name: Wil
Status: * Active |2 Last Name: * Westin
User Type: Regular User y

User can access modules and records based on team security and rc
Avatar: |

b Ll

e

# Employee Information

Employee Status: | active

Display Employee Record:

Title: Sales Manager East Work Phone:

Editing via Detail View

You can edit users by clicking the Edit button on the upper left of the user's detail
view. Once the edit view layout is open, update the necessary fields, then click
"Save" to preserve the changes made. For more information on the detail view,
please refer to the Users Detail View section of this documentation.

Edit |~

User Profile Advanced Access

# User Profile
Full Mame: Jim Brennan

Status:  Active

External Accounts

When viewing the edit view of a user, the External Accounts tab appears to the
right of the Advanced tab. The External Accounts functionality allows you to
connect external applications to Sugar, such as GoToMeeting, Google Drive
(Google Docs), and WebEx. To create an external account record, follow the
following steps:
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1. Navigate to the detail view of the user to whom you would like to add the
account.

2. Click on the External Accounts tab then click "Create".
Jim Brennan » Edit

ﬁ Cancel Reset User Preferences * Indicates required f

User Profile Password Advanced I External Accounts I
Create (0-0of 0)
Application App User Name = Date Modified

No data

3. Select the application you will be connecting to from the Application
dropdown field. The fields available to complete will vary depending on the
application (GoToMeeting, Google, WebEx) selected. Please note that
additional external applications will appear on the list if they are enabled
via Admin > Connectors.

4. Enter the necessary information for the external application and click

"Connect".
.:prlication'_ GoToMeeting | Status: ?Iigk Connect to connect this account
o Sugar.
App User annant App .
Name: * jbrennan@example.com Password: *

Should you wish to prevent users from creating external accounts, you can remove
the Create button for users in the External Accounts tab of their profiles by
disabling the External Accounts module via a role assigned to those users. Please
note the "Access Type" setting will not affect this module. Furthermore, editing or
deleting the external account can be done by clicking the account's name on the
External Account list view. This brings you back to the edit view with the
necessary options and available fields.

The out of the box connectors perform the following functions:

e GoToMeeting : The GoToMeeting connector allows you to create meetings
in Sugar that are tied to your GoToMeeting account and will show as such
on your GoToMeeting account. This allows the user to, after creating the
Sugar meeting record, start the GoToMeeting directly from within Sugar's
Meetings module.

* Google : The Google connector allows you to create documents within
Sugar that, instead of uploading a file to the server hosting Sugar, allows
the user to link to an existing Google document from Google Drive or to
upload a file to that account. When clicking on a document name in the
Documents module or any Documents subpanels, the user will be brought
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to Google Drive instead of the download being initiated.

e WebEx : The WebEx connector allows you to create meetings in Sugar that
are tied to your WebEx account and will show as such on your WebEx
account. This allows the user to, after creating the Sugar meeting record,
start the WebEx meeting directly from within Sugar's Meetings module.

Editing via List View

You can edit users via the list view by clicking the Pencil icon to the left of each
user's name. The full edit view layout will open allowing you to make any changes
to the user's profile as necessary. Once the user's profile has been updated, click
"Save" to preserve the changes. For more information on the list view, please refer
to the Users List View section of this documentation.

Mame User Name Title

D Administrator admin Administrator

Deactivating Users

When a user is no longer a member of your organization, it is best practice to
deactivate them instead of deleting them. This ensures that the user will no longer
be able to log in to Sugar, but any historical information tied to the user will still
be available. Please note that deactivating user records will not update any related
records and will only prevent the user from being selected (e.g. Assigned to).
However, the Reassign Records tool will be presented and can be used to reassign
all of the user's records.

Note: Users that have been deactivated do not count towards your licensed user
count.

Note: If your instance uses Sugarldentity, you will need to access Sugarldentity
via the Cloud Settings console in order to deactivate a user from Sugar.

Use the following steps to deactivate a user and reassign their records:

1. Navigate to Admin > User Management and click the user you wish to
deactivate.

2. Edit the user record and change the Status field to "Inactive". Click "Save".

3. A pop-up message will display asking if you would like to reassign all of the
user's records. Click "Yes" if you wish to proceed.

4. You will then be presented with the Reassign Records tool. Follow the steps

118/694


http://support.sugarcrm.com/Documentation/Sugar_Versions/9.0/Ult/Application_Guide/Meetings

on this page to complete the deactivation. For more information, please
review the Reassigning Records section.

5. Once the reassignment is complete, the user will be deactivated and no
longer able to log in to Sugar.

Deleting Users

If a user record is invalid or should no longer appear in your organization's Sugar
instance, it may be deleted from the Users detail view. Please note that deleting
user records will not delete any related records and will only prevent the user from
being selected (e.g. Assigned to). When a user is no longer a member of your
organization, it is best to deactivate them by changing the Status field to "Inactive"
instead of deleting them. This way, any historical information tied to the user will
still be available, but the user will no longer be able to log in to Sugar.

Note: If your instance uses Sugarldentity, you will need to access Sugarldentity
via the Cloud Settings console in order to delete a user from Sugar.

Use the following steps to delete a user and reassign their records:

1. Navigate to Admin > User Management and click the user you wish to
delete.

2. Select "Delete" from the Actions Menu.

3. A pop-up message will display asking for confirmation. Click "OK" to
proceed.

Delete User

i When the User record is deleted, the corresponding Employee record
will also be deleted. After the user is deleted, any workflow definitions
and reports involving the user might need to be updated.

m Cancel
TRRE

4. You will then be presented with the Reassign Records tool. Follow the steps
on this page to complete the deletion. For more information, please review
the Reassigning Records section.

5. Once your reassignment is complete, the user will be deleted and you can
freely navigate around Sugar.

=

Deleting a User record cannot be undone.

Exporting Users

Sugar's Export option allows users to download all fields for the selected users to
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their computers as a .CSV (comma-separated values) file. This may be useful when
needing to use User data with other software such as Microsoft Excel or to update
existing records by exporting, making changes, and then importing the altered
users back into Sugar. For more information on updating existing records via
import, please refer to the Import documentation. Please note that for instances
that use Sugarldentity, the import option is not available to update existing user
records.

Users may be exported from the Users list view by selecting "Export" from the
Actions menu. User data can also be exported via the Reports module by creating
or accessing reports containing specifically chosen fields for users and their
related record(s). For more information on exporting records in Sugar, please refer
to the Export documentation.

& ~ || Mass Update § + | Selected: 20
Export
- User Name
# 1'¥ Administrator admin
# |'¢ Jim Brennan jim
Sall
= y sally
Bronsen ’

Due to PHP memory limitations on the server, there may be occasions when the
application times out while exporting a large number of user records. If you
encounter an error when performing this action, we recommend selecting the
records in smaller batches.

Mass Updating Users

Mass Updating allows users to make the same change to multiple user records at
once from the Users list view. Users with administrator or developer level access
can control which fields are available to change during mass update via Admin >
Studio. Currently, only fields with the data type of date, datetime, dropdown,
multiselect, and radio may be altered during a mass update. Due to PHP memory
limitations on the server, there may be occasions when the application times out
while updating a large number of user records. If you encounter an error when
performing this action, we recommend selecting the records in smaller batches.
For more information on configuring mass update, please refer to the Studio
documentation in the Administration guide.

Note: For instances that use Sugarldentity, the administrator will need to access
Sugarldentity via the Cloud Settings console to mass update the Status and User
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Type fields.
Use the following steps to mass update user records from the list view:

1. Navigate to the Users list view via Admin > User Management.

2. Use the list view's Basic or Advanced Search to identify users you wish to
modify.

3. Select the desired users individually or using the checkbox dropdown's
options.

4. Choose "Mass Update" from the Actions menu.

™ v | Mass Update |}v | Selected: 20

Name = User Name
M ¥ Administrator admin
M & Jim Brennan jim

Sally .
T Bronsen sally

5. Scroll to the Mass Update panel and set values for the fields you wish to
alter.
6. Click "Update" to save the changes to all of the currently selected user
records.
Mass Update

Is Administrator —T Status -none- | %

User Type — N Bscpé?g Employee -none- | %
Employee Status T B IM Type -none- | §
Reports to Email Client —none-

Select

Preferred Language: —none-

Update Cancel

Resetting User Preferences

As users make changes while navigating around Sugar, their preferences are
stored in the Sugar database. This includes preferences such as sort orders on list
view, previous searches on both basic and advanced searches, and settings in the
Advanced tab of the user profile. Users can reset their preferences back to the
default out-of-the-box settings, which will revert the user's changes made in Sugar.
Please note that this action cannot be undone. If the user is currently logged in,
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the changes will not take effect until the user is logged out and then back in.

Note: Resetting a user's preferences is the only way to allow a user access to
Sugar if they have been locked out using the Login Lockout feature in Password
Management.

Use the following steps to reset a user's preferences:

1. Navigate to the user's detail view via Admin > User Management and
select the user (e.g. Jim Brennan) from the list view.

2. Select "Reset User Preferences" from the Actions menu.
Jim Brennan

Edit B

Copy
Delete
Reset Password

sed Ac

I ResetUserPreferencesI

Jim Brennan
Status: Active

3. A pop-up box will appear confirming the reset. Click "OK" to proceed.

Resetting User Passwords

Administrators have the option to manually set or reset users' passwords as
necessary. First, determine the state of the system-generated password feature in
Admin > Password Management, and then choose one of the following methods:

System-generated System-generated Sugarldentity enabled
password feature password feature

enabled disabled

1. Navigate to the user's |1. Navigate to the user's |Users click the "Forgot
detail view via Admin > detail view via Admin > Password?" link on the
User Management. User Management. Sugar login screen to

reset their own
2. Select "Reset Password"|2. Click the Edit button on |passwords.
from the Actions menu. the upper left of the detail
view.
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Jim Brennan Max Jensen

Edit D | Edi |~

Co User Profile Advanced Access
Py sed Ac
Delete
Reset Password I # User Profile
Reset User Preferences Full Name: Max Jensen
FETETET Brennan
Status: Active 3. On the Password tab,
enter the new password.
. " "o Cancel Reset User Preferences
3. Cllck OK ]_n the User Profile Advancer d || External Account ts

confirmation pop-up.

ssssssss

4. Click "Save" to confirm
your change.

Note: The user needs to log out and then back in for the change to take effect.

Reassigning Records

Reassign Records is a tool available in the Users module for administrators to
change the Assigned To and Team fields for a specific user's records. This is best
used when a user is changing departments, teams, or roles within the organization,
or if the user is no longer an employee or using Sugar. The Reassign Records tool
is automatically presented when deleting or deactivating a user. Please note that
reassigning records cannot be undone in Sugar.

Use the following steps to reassign records:

1. Navigate to the Users module via Admin > User Management.
2. Click the triangle in the Users module tab to open the Actions menu and
select "Reassign Records".
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Users E H

Create New User

Create Group User

Reassign Records

+
+
4+ Create Portal APl User
+
®

Import Users

The Reassigning Records tool can also be accessed during the process of
deleting or deactivating a user, where it is used to reassign a user's records
before deleting or deactivating them.

. Select the user to whom the records are already assigned in the From User
field.

. Select the user to whom the records will be assigned to in the To User
field.

Note: You can select the same user in both fields if you are just changing
the team for all of the user's records.

. Select which team(s) the records will be assigned to in the Set Teams to
field.

. Select the module(s) you wish to include in the record reassignment.
Multiple modules can be selected by holding down the Control key when
using a PC or the Command key when using a Mac.
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Next = Clear Cancel

From User:
Chris Olliver

To User:
Max Jensen

Set Teams to:

Primary

’_
=)
e

Global

Modules to Include in Reassignment:

Accounts
Bugs

Calls
Campaigns
Cases
Contacts

Accounts Filters
Type:
-none-
Analyst
Competitor
Customer

7. Selecting certain modules will display specific filters (e.g. Type) which can
be applied to the module. Use these filters if you do not want to include all
records assigned to the user. The list of modules and their filter fields are

as follows:

Module Filter Field

Accounts Type

Bugs Status

Calls Status

Cases Priority
Status

Dashboards Default Dashboard

Opportunities Sales Stage
Type

Tasks Status

8. After selecting any filters, click "Next" to access the reassignment

summary.

9. If you would like to see a detailed list of the changes that were made, click
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10.

11.
12.

"Verbose Output". This list will include a link to the changed records and a
summary of changes that were made.

If you would like the changes to show in the Change Log for the changed
record, have any relevant workflows fire, or have assignment notifications
sent out, please click the Include Workflow/Notifications/Audit checkbox.
Note: This process performs a large set of actions at once and may take a

long amount of time to complete.
lAssessing Accounts

8 records from Accounts will be updated.
# Include Workflow/Motifications/Audit (significantly slower)

Assessing Calls

6 records from Calls will be updated.
Include Workflow/MNotifications/Audit (significantly slower)

Assessing Contacts

23 records from Contacts will be updated.
Include Workflow/MNotifications/Audit (significantly slower)

Click "Next" to complete the reassignment.

The final summary page will show how many records were affected and if
any errors occurred during the reassignment. Click "Return" to return to
the main screen of the Reassigning Records tool.

Processing Contacts

Update complete: 23 affected

Return

Due to PHP memory limitations on the server, there may be occasions when the
application times out while reassigning a large number of user records. If you
encounter an error when performing this action, we recommend reassigning
records in smaller batches via each module's mass update option.

Last Modified: 2020-09-22 17:36:13

Sugar Connect

Overview
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The Sugar Connect section of the Administration page allows you to connect to
various SugarCRM online resources such as License Management, SugarCRM
Support, Sugar Updates, and Online Documentation. Other than License
Management and Sugar Updates, which are only accessible to users with
administrator access, Sugar's Support page and online documentation can be
accessed by all users via their Sugar account or directly from the SugarCRM
website. This page will cover how to manage your Sugar license, check for Sugar
updates, as well as access Sugar's support and online documentation.

License Management

The License Management page allows administrators to edit and revalidate their
Sugar license as well as view information such as the download key, expiration
date, number of users, etc.

Sugar is purchased with a set number of user seats that allow users to access the
application, and all active system administrators and regular users count towards
the number of purchased seats. If an instance has more active users than is
allowed by the Sugar license, regular users will not be able to log in. Admin users
will be able to log in but will be redirected to the Users module. Once they have
deactivated enough users or purchased additional seats, regular users will be able
to log in again. For more information on the various user types and how they affect

the Sugar license, see the Understanding User Types, License Types, and Sugar
Licenses article.

1 - Accounts «  Contacts «  Administration  § Q £ - -+
i
D Pprofile
Connect to the various SugarCRM services where you can access the SugarCRM forums and St & Employees
search FAQs (Frequently Asked Questions), download the latest Sugar version, file and research = _
bugs and request new features and more. £ Administration
& About
=] License Management | Manage license properties %) Sugar Updates E:;?:nf“r the lates
(= LogOut
View Sugar documentation ¢
&3 Online Documentation  for administrators and end-

users

Download Key

The download key is a 32 digit alphanumeric key that is unique to your Sugar
account. The number of user licenses your organization purchased, as well as the
subscription expiration date is tied to your download key. Upon purchasing Sugar,
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you will receive a Welcome email containing your download key information which
will need to be entered during installation of the Sugar application. Once the
download key is entered into the system, the corresponding information such as
the expiration date, number of users, number of offline client licenses, and number
of concurrent self-service portal users will automatically populate and be displayed
in Admin > License Management.

Editing the License Key

Although rare, there may be times when system administrators will need to edit
their license key via Admin > License Management. For example, if you change
your Sugar edition (e.g. Corporate to Professional), a new license key may be
generated and provided by SugarCRM. You will need to update the License
Management page with the new license key to associate your account with the new
Sugar edition.

The fields in the License Management panel are as follows:

e Download Key : The download key associated with your Sugar
subscription.

e Expiration Date : The date your Sugar license expires.

e Number of Users : The number of users allowed to access Sugar based on
the number of purchased licenses.

e Number of Offline Client Licenses : The number of offline clients
associated with your license key.

e Number of Concurrent Self-Service Portal Users : The number of self-
service portal users associated with your license key.

The following steps cover editing the license key for your account when changing
Sugar editions as an example:

1. Navigate to Admin > License Management.
2. Click the Edit button and enter the download key associated with your new
Sugar edition.

License Management

License Management

Download Key
Expiration Date (yyyy-mm-dd)

Number of Users

3. Once the download key is entered, click "Save".
o The expiration date, number of users, etc. will automatically be
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updated based on the new download key.
License Management

License Management

Download Key Download Key

Expiration Date 2017-03-01
Number of Users 150
Number of Offline Client Licenses 0

Number of Concurrent Self-Service Portal Users 0

Please note that when you save the new license key information, the system
automatically checks it against the information in the SugarCRM database to make
sure it is valid.

License Validation

The License Validation panel of the License Management page allows
administrators to re-validate their license as necessary. Sugar automatically re-
validates your license once every 90 days as long as a system administrator logs
into Sugar within the 90 day period. However, if your system fails to communicate
with the License Validation server through the internet or you are behind a
firewall, you will have to re-validate the license via Admin > License Management.
If the re-validation is successful, the Status field in the License Validation panel
will display the timestamp of the successful validation. The validation key
expiration date will be 90 days from the date of the last successful validation date.

License Expiration

Typically, Sugar licenses are purchased for a one year period (e.g. 01/03/2013 to
01/03/2014). Please note that you will be notified of your upcoming subscription
renewal via email or call and a notification will appear in the Sugar cube on the
upper left of your Sugar account regarding your license expiration. If the
subscription is renewed past the expiration date, then administrators must re-
validate their license via Admin > License Management in order to update the
account with the new subscription. If the administrator does not re-validate the
license, regular users will be prohibited from logging into Sugar until the license is
successfully validated by the administrator.

Re-validating the License

Although Sugar automatically re-validates your license once every 90 days, there
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may be special circumstances where administrators must re-validate the license
via License Management. For example, if you renew your subscription after the
expiration date or if you purchase additional users mid-term, you will have to re-
validate the license via Admin > License Management in order to update your
Sugar account with the new subscription.

The fields in the License Validation panel are as follows:

e Validation Key : System generated validation key associated to your
Sugar subscription.

e Validation Key Expiration : The date the validation key expires. The
expiration date is typically 90 days from the last successful validation date.

e Status : The status displaying the timestamp of the last failed or successful
validation.

Use the following steps to re-validate the license in Sugar:

1. Navigate to Admin > License Management.
2. Click the Re-validate button.

Re-validate

License Validation

Validation Key
Validation Key Expiration (yyyy-mm-dd) 2017-03-01

Status Last successful validation : 2016-12-08 15:54
Last failed validation : 2016-12-06 15:50

The system will communicate with the License Validation server to validate your
license based on your Sugar subscription. If the re-validation is successful, then
the status will reflect the date and time of the successful validation. If the system
fails to connect successfully with the License Validation server and you cannot re-
validate your license, use the Manual Validation option at the bottom of the
License Validation panel.

Manual Validation
If your system fails to communicate successfully with the License Validation server
through the internet, you have the option to perform a manual validation via Admin
> License Management.
Use the following steps to perform a manual validation in Sugar:

1. Navigate to Admin > License Management.

2. Click the Manual Validation link located at the bottom of the License
Validation panel.
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License Validation

Validation Key

Validation Key Expiration (yyyy-mm-dd)  2017-03-01

Last successful validation : 2016-12-08 15:54

Status
Last failed validation : 2016-12-06 15:50

If you experience persistent problems with automatic validation, please check your Proxy configuration in the System Setlings
admin panel. If your system environmant prohibits your system from communicating to the licanse validation server through the

internet, you should proceed with the Sleps.

3. Click the Export Download Key button to export the sugarkey.lic file. Select
"Save to Disk" in the pop-up window to save the file to your local machine
then click "OK".

Manual Validation

Step 1: Generate a license key information file by clicking the following button.

Export Download Key

4. Go to http://updates.sugarcrm.com/license and submit the sugarkey.lic file

for validation.
o If the validation is successful, the validation key file

(sugarvalidationkey.lic) will be generated, and the system will
prompt you to save the file.

§ SUGAR

Flease attach your download key:

Choose File | Mo file chosen

5. Log back into your instance and navigate to the Manual Validation page
(Admin > License Management > Manual Validation).

6. On Step 3, choose the sugarvalidationkey.lic file on your local machine and
click "Import".

Step 3: Transfer the validation key file (sugarvalidationkey.lic) back to the SugarCRM system. Import the
validation key using this form below:

Validation Key File[sugarvalidationkey.lic} Mo file chosen Impart

Once the validation key is imported successfully, you have completed the manual
validation process. Sugar will update the validation status along with the
Validation Key Expiration date for the license key.

Sugar Updates

131/694


http://updates.sugarcrm.com/license

The Sugar Updates page allows administrators to check for the latest available
Sugar versions. By default, Sugar automatically checks for updates on a periodic
basis to see if any version updates are available for your instance. If a new version
update is available, the Sugar Updates link in the Administration page will appear
red and display the latest Sugar version next to it. Administrators can uncheck the
automatic updates option in the Sugar Updates page if they do not wish to have
the system automatically check for updated version releases.

Use the following steps to perform a manual check for Sugar updates:

1. Navigate to Admin > Sugar Updates.
? - Accounts w  Contacts = Administration 3 Q

B Profile

Connect to the various SugarCRM services where you can access the SugarCRM forums and St @ Employees

search FAQs (Frequently Asked Questions), download the latest Sugar version, file and research —
bugs and request new features and more. #5  Administration

Check for the lates @ AbouL

=1 License Management  Manage license properties U%i Sugar Updates version

(= LogoOut
View Sugar documentation g

&3 Online Documentation  for administrators and end-
users

2. Click the Check Now button to see if a new update of Sugar is available.
Sugar Updates

S . )
Cancel * Indicates required flelc

Sugar Updates

The Sugar Updates mechanism allows your server to check to see if an update for your version of Sugar is available.

#Automatically Check For Updates - If checked, the system will periodically check to see if updated versions of the
application are available. If this box is unchecked, an admin will be required to manually revalidate after system license
expires, otherwise users will be unable to login.

Check Now

¥ou have the |atest version available

If there is an available version update, a message will appear below the Check
Now button with the latest version along with a message to visit
support.sugarcrm.com to retrieve and download the latest version. Please note
that clients hosted on Sugar's cloud service are normally upgraded by the
SugarCRM team on a predetermined schedule as releases are made available. On-
Site clients will need to perform the upgrade themselves as Sugar is hosted on
their servers. If the system detects that you have the latest version of Sugar, then
the message will inform you that you have the latest version available.

Online Documentation
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Administrators can easily access the documentation for their current Sugar version
and edition via Admin > Online Documentation.

1 - Accounts w=  Contacts »  Administration H Q f" i +
L% 3

Sugar Connect 2 profile

Connect to the various SugarCRM services where you can access the SugarCRM forums and Sugar Wik $8% Employees
FAQs (Frequently Asked Questions), download the latest Sugar version, file and research reported bugs
request new features and more.

Administration

&

Check for the latest Su €@ About

License Management i i ¥ Sugar Updates h
= [¢] Manage license properties A g p version

View Sugar documentation for & LogOut
administrators and end-users | |

&3 Online Documentation

A new window will open directing you to the appropriate Administration Guide,
which provides information about configuring and administering your Sugar
instance. You can view specific sections of the Administration guide by selecting
the various topic links (e.g. Users, System, Email) on the main page or from the
Administration Guide tree menu to the left. You can also access the relevant
Application Guide which provides information about the functionality available to
end users. Simply click the down arrow at the top of the menu to the left of the
Administration Guide and select the Application Guide link (e.g. Sugar Ultimate 7.8
Application Guide). To learn more about a specific module in Sugar, select the
appropriate topic link (e.g. Accounts, Contacts) on the main Application Guide
page or from the menu on the left.

-

Sugar Ultimate 7.8 SugarCRM Support » Documentation » Sugar Versions » 7.8 » 7.8 Ultimate » Sugar
Administration Guide Ultimate 7.8 Administration Guide

Sugar Ultimate 7.8 Administration
Guide

This guide describss options that enable Sugar administrators o configure the application 1
meet their organization's requirements.

Introduction

Topics

Introduction VWelcome to Sugar - a commercial, open source Customer

Please note that all users can view the online documentation as well by clicking the
Help link in Sugar's footer from the home page or a Sidecar module's list
view/record view. This will open the help pane which includes a link to the
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module's corresponding documentation. In addition, they can click the
Documentation & Support link to open the SugarCRM Support page where they
can access the available documentation, knowledge base articles, case portal, etc.

g Mississippi Bank Group San Francisco UsA

List View Help x
%7 Super Star Holdings Inc Persistance UsA =
For more information, refer to the Accounts
Y5 24/7 Couriers Ohio UsA focumentation,
The Accounts medule consists of companies with
wr Grow-Fast Inc Los Angeles UsA wiham wn e araanizatinn hac o ralatinnchin and ic
Y7 | SuperGTech San Francisco USA @ Sugar University - Become an expert
w NW Capital Corp 5an Francisco USA Community Forums - Join the discussion
%7 |AB Funds Ltd. San Jose UsAa
@I Documentation & Support - Learn the details
7 | Constrata Trust LLC Chio Usa
G\ Tour - View the tour for feature highlights
¥y | Davenport Investing Ohio Usa
¥ SuUGAR 0 Mobile  EAShortcuts ¢ Feedback RPRGEN

The Application and Administration Guides provide end-users and administrators
with an in-depth look at configuring, customizing, and utilizing Sugar, as well as
the various options available in the application. The Installation and Upgrade
Guide provide users with the necessary instructions to properly install or upgrade
their On-Site Sugar instance. The Supported Platforms page covers the supported
components that are necessary to run the Sugar application. The Developer Guides
provide developers with advanced information on configuring and customizing
Sugar to best meet their organization's needs. The release notes cover feature
enhancements, fixed issues, etc. that are included in the specific version release.
Additional guides include instructions for using mobile applications, plug-ins for
Microsoft Office, etc.
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System

Overview

Sugar comes with the ability to configure many different system settings 