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App Signing for MACS

Overview

Sugar's Mobile Application Configuration Service (MACS) enables partners and
eligible customers (i.e., Enterprise and Sell Premier) to create and distribute
custom-branded versions of the SugarCRM mobile app. Before downloading your
app from MACS for distribution, you must provide MACS with a certificate and
other information in order to digitally sign the app. App signing allows the client
(i.e. phone or tablet running your app) to identify who signed the app and to verify
that it has not been modified since you signed it. The certificate serves as a virtual
fingerprint that uniquely associates the app to you. This also helps iOS and
Android ensure that any future updates to your app are authentic and come from
the original author.

For more information on using MACS, please refer to the Mobile Application
Configuration Service User Guide.

Prerequisites

To use MACS, you must be in one of the following authorized user groups:

e Instances running a supported version of Sugar Enterprise, Enterprise+,
Ultimate, Serve, Sell Advanced, or Sell Premier

e SugarCRM's OEM partners (for use and distribution with their authorized
OEM solution)

Note: SugarCRM partners who are creating a re-branded mobile app for a
customer must log in and do so only under that customer's account. Partners are
not authorized to create and store these apps under their own Sugar accounts.

Steps to Complete
App Signing for iOS

There are multiple steps you need to take to successfully app sign for iOS before
you will be able to distribute the application via the Apple App Store, an internal
enterprise store, or an MDM account. The following sections describe each of
these steps in detail. For more details on any of the steps, please refer to the Apple
Developer documentation on Apple's developer site.
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https://developer.apple.com/library/ios/documentation/IDEs/Conceptual/AppDistributionGuide/ManagingAccounts/ManagingAccounts.html#//apple_ref/doc/uid/TP40012582-CH24-SW5
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Registering an Apple Developer Account

Apple offers two levels of developer accounts: Individual or Enterprise. An
Enterprise account allows you to distribute applications internally or via an MDM
vendor in addition to distributing via the public store. An Individual account only
allows you to distribute via the public store. Decide which option is right for you,
navigate to Apple's developer site, click "Create Apple ID", and follow the
instructions to register for your Apple developer account.

Installing Apple Certificates

Your keychain must contain Apple root and intermediate certificates in order to
successfully generate a signing certificate. Apple certificates are automatically
installed when you install Xcode. If you do not have Xcode installed or if you do not
wish to have it installed on your computer, then you must download the required
certificates from the Apple PKI page on Apple's website.

Generating a Signing Certificate

Once the Apple certificate is installed on your computer, you can begin generating
a signing certificate. To do this:

1. Log into your Apple developer account.

2. Navigate to the Certificates, Identifiers, & Profiles section.

3. Click "All" under the Certificates panel on the left then click the Plus icon
to create a new iOS certificate.

@& Developer Discover Design Develop Distribute Support Account

Certificates, Identifiers & Profiles [ v

10S,,tvOS, WatchOS wum iOS Certificates Q

' Certificates 6 Certificates Total

I All I Name Type Expires

Pending iOS Development Apr 29, 2017

Development
iOS Development Jan 12,2017
Production

iOS Development Feb 15, 2017
10 Identifiers

iOS Development Jul 21, 2017
App IDs

4. From this page, select a certificate type:
o Development certificates do not allow publishing to stores but are
useful if you wish to install and test the app on your device. Select
"iOS App Development" to create a testing certificate.
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https://developer.apple.com/register
https://www.apple.com/certificateauthority/

Development

i0OS App Development
Sign development versions of your iOS app.

Apple Push Notification service SSL (Sandbox)

Establish connectivity between your notification server and the Apple Push Notification service
sandbox environment to deliver remote notifications to your app. A separate certificate is
required for each app you develop.

o A production certificate (a.k.a. distribution certificate) is required if
you want to publish your app to stores. Depending on your
developer account type, there are two different options for
production certificates:

= App Store and Ad Hoc : This option is visible for users
with an Individual developer account type. Select "App Store
and Ad Hoc" to create a distribution certificate.

Production

© App Store and Ad Hoc
Sign your iOS app for submission to the App Store or for Ad Hoc distribution.

Apple Push Notification service SSL (Sandbox & Production)

Establish connectivity between your notification server, the Apple Push Notification service
sandbox, and production environments to deliver remote notifications to your app. When
utilizing HTTP/2, the same certificate can be used to deliver app notifications, update ClockKit
complication data, and alert background VolP apps of incoming activity. A separate certificate
is required for each app you distribute.

= In-House and Ad Hoc : This option is visible for users with
an Enterprise developer account type. Select "In-House and
Ad Hoc" to create a distribution certificate.

Production

In-House and Ad Hoc
Sign your iOS app for In-House or for Ad Hoc distribution.

Apple Push Notification service SSL (Sandbox & Production)

Establish connectivity between your notification server, the Apple Push Notification service
sandbox, and production environments to deliver remote notifications to your app. When
utilizing HTTP/2, the same certificate can be used to deliver app notifications, update ClockKit
complication data, and alert background VolP apps of incoming activity. A separate certificate
is required for each app you distribute.

5. After selecting the certificate type that is best for your situation. Click
"Next", and follow Apple's instructions for creating, uploading, and
approving a certificate request. You will then see it available for download
in the Certificates section.

6. Download the new certificate and install it onto your keychain. To do this,

click "Download" to download the certificate onto your Mac computer then
double-click on the file.
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.' Developer Discover Design Develop Distribute Support Account Q

Certificates, Identifiers & Profiles v
i0S, tv0S, watchOS v iOS Certificates +/Q
' Certificates 6 Certificates Total
All Name Type Expires
RenciHg = = i0S Development Apr 29, 2017
Development
T —— iOS Development Jan 12, 2017
Production
- iOS Development Feb 15, 2017
10| Identifiers
iOS Development Jul 21, 2017
App IDs
Pass Type IDs iOS Development May 13, 2017
Website Push IDs SugarCRM Inc. iOS Distribution Jan 12, 2019
iCloud Containers
App Groups P Name: SugarCRM Inc.
Certificate
- Type: iOS Distribution
Devi
Hibes Expires: Jan 12,2019
All
Apple Watch

7. Open your Downloads folder then right-click on the file and select

"Keychain Access" from the Open With menu to install the certificate into
your Keychain.

@ Downloads

2 Bm o =y %y h O $v Q Search
Name Size Kind Date Added v
[ ] Open 1KB __certificate Today, 12:23 AM
2 . i " day, 10:12 AM
: I A Keychain Access (default) I e
3 . | day, 9:49 AM
Move to Trash App Store...
Other...
Get Info
Rename

You should now see the certificate in the Keychain application:

[ JON ] Keychain Access
L a)
Click to lock the login keychain. Q,
Keychains
g N iPhone Distribution: SugarCRM Inc.
&" login Cortifente

bemdinnd’ Issued by: Apple Worldwide Developer Relations Certification Authority
v Expires: Saturday, January 12, 2019 at 1:13:17 AM Pacific Standard Time
@ This certificate is valid

&1 Micro...ertificates
g Local ltems

&1 System

System Roots Name

v Kind Expires

0‘ prod-it-de-05.sugarcrm.net certificate Jun 8, 2015, 10
,3" prod-it-de-02.cupl.sugarcrm.net certificate Jan 27, 2015, 3
Category prod-it-dc-02.cupl.sugarcrm.net certificate Dec 11, 2015, 3
> iPhone Distribution: SugarCRM Inc. certificate Jan 12, 2019, 1:

4 Allltems - e —
PEIT certificate Sep 20, 2016, 1

{.. Passwords

s » [=] iPhone Developer: ( certificate Dec 2, 2016, 10
Secure Notes »E - certificate Jan 12, 2017, 1:
EJ My Certificates =] Go Daddy Secure Certification Autharity certificate Nov 15, 20286, £
(? Keys =] Go Daddy Class 2 Certification Authority certificate Jun 28, 20341
= Certificates > d ghconduit.com certificate Jul 14, 2016, 5
=] DigiCert High Assurance CA-3 certificate Apr 2, 2022, 51

8. Export the certificate in .p12 format by right-clicking the certificate's name
via the Keychain list and selecting "Export..." from the menu.

9. From the Export File dialog, enter a name for the certificate and then
select "Personal Information Exchange (.p12)" as the file format.
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o Keychain Access

¥

[ﬂ Click to lock the login keychain. aQ

Keychal

login Save As: I| Certificates.p12 I ~
Micro...4

Local It LB

System
System ag E m =« [ config = Q

IrSHns

i
L] moone-punas r

Name Date Medified ~ Size Kind Date Added
B sites f
Categd &) Creative Cloud Files !
r
|

A Al ltem
Devices

|, Passwo
|=] Macintosh HD

Secure
E] My Cerl
® Keys | Shared

4 Certific
Tags

#® Red

(@) Remote Disc

Orange

i
k
Yellow 4
Green 3

1

¥ Blue

Purple
@ Gray

ﬁ Al Tags... ’

File Format: [ Personal Information Exchange (.p12) E

MNew Folder Cancel m

10. Click "Save" to save the file to your local file system.

Creating an Application ID

With the certificate successfully saved on your computer, you can begin creating
an application ID. The app ID is a string that contains a team ID and a bundle ID
which is used to identify one or more apps from a development team. The following
steps explain how to create a unique app ID.

1. Log into your Apple developer account.
2. Navigate to the App IDs section and click the Plus icon to create a new ID.
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& Developer Discover Design Develop Distribute Support Account

Certificates, Identifiers & Profiles -

i0S, tvOS, watchOS - iOS App IDs Q

¥: Certificates 24 App IDs total.
All | Name - 1D
Pending Acme CRM com.acme.crm
Development

Production

B Identifiers MACS demo com.sugardemo.macs

| App IDs |

Pass Type IDs

3. Enter your app's name in the Name field and specify an application ID in
the Bundle ID field according to Apple's guidelines. Please note that if you
are planning to use in-house distribution, then you must select the radio
button for "Explicit App ID". You can also enter a wildcard app ID if you
have multiple apps and wish to use one provisioning profile for multiple
app IDs. For more information on wildcard IDs, please refer to the iOS
Developer documentation.
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https://developer.apple.com/library/ios/qa/qa1713/_index.html
https://developer.apple.com/library/ios/qa/qa1713/_index.html

Certificates, Identifiers & Profiles =

i0S, tvOS, watchOS = Register iOS App IDs

Y Certificates
All
Pending

ID Registering an App ID

—

Development

Production

2| ldentifiers

App IDs The App ID string contains two parts separated by a period (.) — an App ID Prefix that is

Pass Type IDs defined as your Team ID by default and an App ID Suffix that is defined as a Bundle ID search

string. Each part of an App ID has different and important uses for your app. Learn More
Website Push IDs

iCloud Containers

ESERE App ID Description
[] Devices
" Name: | AcmeCRM |
You cannot use special characters such as @, &, *, ", "
Apple TV
Apple Watch
iPad App ID Prefix
iPhone
iPod Touch Value: &S (Team ID)

|1 Provisioning Profiles

All App ID Suffix

Development

Distribution |0 ExplicitAppiD |

If you plan to incorporate app services such as Game Center, In-App Purchase, Data
Protection, and iCloud, or want a provisioning profile unique to a single app, you must
register an explicit App ID for your app.

To create an explicit App ID, enter a unique string in the Bundle ID field. This string
should match the Bundle ID of your app.

Bundle ID: | com.acme.crm| 1

We recommend using a reverse-domain name style string (i.e.,
com.domainname.appname). It cannot contain an asterisk (*).

4. At the bottom of the page, click "Continue" to view the confirmation page.
5. Finally, click "Register" to finalize and confirm your app ID.

Wallet: Disabled

Wireless Accessory Configuration: © Disabled

A= —

Generating a Provisioning Profile

Once you have created the app ID, it is time to create a provisioning profile. This is
necessary for installing development applications on iOS devices. To generate a
development or distribution provisioning profile:
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. Log into your Apple developer account.
. Navigate to the Provisioning Profiles section and click the Plus icon to

create a new provisioning profile.

. From this page, select a provisioning profile type:

o Development profiles do not allow you to publish to stores but are
useful if you wish to install and test the app on your device. Select
"iOS App Development" to create a testing profile.

.' Developer Discover Design Develop Distribute Support Account
Certificates, Identifiers & Profiles -
i0S, tvOS, watchOS . Add i0S Provisioning Profiles
¥: Certificates Configure Generate Download
All
Pending @‘
What type of provisioning profile do you need?

Development PROV

Production

b/ Identifiers

APDIDS Development

Pass Type IDs
iOS App Development

Create a provisioning profile to install development apps on test devices.

Website Push IDs

iCloud Containers

App Groups tvOS App Development
Merchant IDs Create a provisioning profile to install development apps on tvOS test devices.
[] Devices
All . . .
Distribution
Apple TV
Apple Watch ° App Store
iPad Create a distribution provisioning profile to submit your app to the App Store.

iPhone
tvOS App Store

Create a distribution provisioning profile to submit your tvOS app to the App Store.

iPod Touch

o A distribution profile is required if you want to publish your app to
stores. Depending on your developer account type, there are two
different options for distribution profiles:

= App Store : This option is visible for users with an
Individual developer account type. Select "App Store" to
create a distribution profile.

Distribution

© App Store
Create a distribution provisioning profile to submit your app to the App Store.

tvOS App Store
Create a distribution provisioning profile to submit your tvOS app to the App Store.

= In-House : This option is visible for users with an
Enterprise developer account type. Select "In House" to
create a distribution profile.
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Distribution

In House
To sign i0S apps for In House Distribution, you need a Certificate.

Ad Hoc
Create a distribution provisioning profile to install your app on a limited number of registered

= Ad-Hoc : This option is also visible for users with an
Enterprise developer account type. If you wish to only install
your app on specific devices, select "Ad-Hoc". For more
information on this, please refer to the About Ad Hoc
Provisioning Profiles page in Apple's App Distribution Guide.
4. After selecting the appropriate profile type, click "Continue".
5. On the Configure page, select the app ID you created in the Creating an
Application ID section then click "Continue".

i Developer Discover Design Develop Distribute Support Account Q
Certificates, Identifiers & Profiles v
i0S, tvOS, watchOS = Add iOS Provisioning Profiles
V: Certificates Select Type \ Configure Generate Download
All
Pending g
Select App ID.

Development PROV

Production

10 Identifiers

App IDs If you plan to use services such as Game Center, In-App Purchase, and Push Notifications,
or want a Bundle ID unique to a single app, use an explicit App ID. If you want to create one
provisioning profile for multiple apps or don't need a specific Bundle ID, select a wildcard
Website Push IDs App ID. Wildcard App IDs use an asterisk (*) as the last digit in the Bundle ID field. Please
note that iOS App IDs and Mac App IDs cannot be used interchangeably.

Pass Type IDs

iCloud Containers

App Groups

App ID: | Acme CRM (5= .com.acme.crm) a

[] Devices
All
Apple TV
Apple Watch
iPad
iPhone

iPod Touch

| Provisioning Profiles
All
Development
Distribution

s sk m

6. On the next page, select the certificate you created in the Generating a
Signing Certificate section then click "Continue".
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https://developer.apple.com/library/ios/documentation/IDEs/Conceptual/AppDistributionGuide/TestingYouriOSApp/TestingYouriOSApp.html#//apple_ref/doc/uid/TP40012582-CH8-SW21
https://developer.apple.com/library/ios/documentation/IDEs/Conceptual/AppDistributionGuide/TestingYouriOSApp/TestingYouriOSApp.html#//apple_ref/doc/uid/TP40012582-CH8-SW21

Add iOS Provisioning Profiles [+ |
Select Type Configure Generate Download

ﬁ Select certificates.

PROV

Select the certificates you wish to include in this provisioning profile. To use this profile to
install an app, the certificate the app was signed with must be included.

© SugarCRM Inc. (i0S Distribution)

S — m

7. If you selected a development profile or an ad hoc distribution profile in
step two, there will be an additional step where you must select the
allowed iOS devices. This ensures the signed app can only be installed on
the given phones or tablets. Click "Continue" to move to the next page.
Note: You must have already registered these devices in the Devices
section prior to generating the profile.

8. Enter the desired profile name in the Profile Name field and click
"Continue".
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Add iOS Provisioning Profiles 7] [

Select Type Configure Generate Download

‘ )
@‘ Name this profile and generate.

PROV

The name you provide will be used to identify the profile in the portal.

Profile Name: | AcmeCRM 1

Type: i0S Universal

App ID: Acme CRM (= ssmms = .com.acme.crm)

Certificates: 1 Included

S o m

9. Finally, click "Download" to download the profile to your computer.
Add iOS Provisioning Profiles 7l
Select Type Configure Generate Download
M

@ Your provisioning profile is ready.

PROV

Download and Install
Download and double click the following file to install your Provisioning Profile.

wl Name: AcmeCRM
Vi Type: iOS UniversalDistribution
ﬁ App ID: ‘.com.acme.crm
PROV Expires: Aug 2, 2017

Documentation
For more information on using and managing your Provisioning Profile read:

App Distribution Guide

Add Another Done

You now have your certificate and profile files ready to upload to MACS in order to
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sign the iOS app. For detailed information about signing identities, please refer to

the Maintaining Your Signing Identities and Certificates article in Apple's
Distribution Guide.

App Signing for Android

Before you can distribute the application to the Google Play Store, an internal
enterprise store, or an MDM account, you must first app sign for Android. This
section will provide information on how to register for an Android Developer
account and how to generate an Android signing certificate.

Registering an Android Developer Account

If you wish to distribute your app via the Google Play store, you must first register
an Android Developer Account. To do this, navigate to the Android Developers
Portal, and follow the instructions. For more information, please refer to the Get
Started with Publishing documentation on the Android developer site.

Generating a Signing Certificate

Prior to distributing an Android app to mobile devices via any method, you must
generate a signing certificate using the Java keytool command interface utility.
Keytool is part of Java development kit (JDK) and is available as part of JDK
installation and Android SDK. For more information on acquiring the utility, please
refer to Oracle's Java SE Downloads article or the Android Developer Guide.

Once the keytool utility is available on your computer, you can then easily generate
your certificate which will then be stored in your keystore file. To do this, simply
run the following command from the command-line:

keyt ool -genkey -v -keystore <keystore-nanme> -alias <alias> -keyal g <k
ey-al gorithnme -keysi ze <key-size> -validity <days-valid>

The following arguments are used by the keytool utility:

e <keystore-name>: File name of the resulting keystore
e <alias>: Alias name of the entry to process
Note: The alias name for your keystore must be set to "key".
e <key-algorithm>: The key algorithm name
Note: The key algorithm must be set to "RSA".
* <keysize> : Key bit size
Note: The key size must be set to 2048.
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e <days-valid>: Number of days your app is valid

In the following example, the command-line keytool utility will generate the
keystore as a file called my-release-key.keystore with a single key that will be valid
for 10,000 days:

keyt ool -genkey -v -keystore ny-rel ease-
key. keystore -alias key -keyal g RSA -keysize 2048 -validity 10000

Once you run this command, the keytool will prompt you to specify the keystore
password and key password, along with a request for additional information (e.g.
First and Last Name). Please note that MACS requires that the keystore and the

key passwords be the same.
[~]

L r ] $: keytool -genkey -v -keystore my-release-key.keystore -alias key -keyalg RSA -keysize 2048 -validity 10000
nter keystore password:

Re-enter new password:

hat is your first and last name?
[Unknown]: John Smith

hat is the name of your organizational unit?
[Unknown]: Engineering

hat is the name of your organization?
[Unknown]: Acme Inc.

hat is the name of your City or Locality?
[Unknown]: Cupertino

hat is the name of your State or Province?
[Unknown]: CA

hat is the two-letter country code for this unit?
[Unknown]: US

[[s CN=John Smith, OU=Engineering, O=Acme Inc., L=Cupertino, ST=CA, C=US correct?
[no]: yes

enerating 2,048 bit RSA key pair and self-signed certificate (SHA256withRSA) with a validity of 10,000 days
for: (N=John Smith, OU=Engineering, O=Acme Inc., L=Cupertino, ST=CA, C=US

nter key password for <key>
(RETURN if same as keystore password):

[Storing my-release-key.keystore]

[~]

(e y _ % I

For more instructions on how to sign your app for Android, please refer to the Sign
Your App page on the Android developer site.

Note: After submitting a signed app to Google Play, you must use that same
signing certificate for all future updates. If you change the certificate, Google Play
will not recognize the app as a new version of the same application, and users will
not be able to update. If you lose the signing certificate, you will have to register a
new app in Google Play.

Additional Resources

More information about app-signing procedures and requirements is available
directly from the iOS and Android developer sites:

e i0OS Developer Center
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https://developer.android.com/studio/publish/app-signing.html
https://developer.android.com/studio/publish/app-signing.html
https://developer.apple.com/

iOS App Distribution Guide
Android Developers Portal

Android App Publishing Guide
Android Keystore System

Last Modified: 2023-05-02 14:21:53
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